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Table 1
	No
	Cipher Suite
	Hex Value
	SSL 2.0
	SSL 3.0
	TLS 1.0
	TLS 1.1
	TLS 1.2
	RFC | Draft
	FIPS* 26 27

	
	SSL_CK_RC4_128_WITH_MD5
(SSL2_RC4_128_WITH_MD5)
	0x010080
	n
	-
	-
	-
	-
	Draft Last Update: Feb. 9th, 1995 1
	No

	
	SSL_CK_RC4_128_EXPORT40_WITH_MD5
(SSL2_RC4_128_EXPORT40_WITH_MD5)
	0x020080
	n
	-
	-
	-
	-
	Draft Last Update: Feb. 9th, 1995 1
	No

	
	SSL_CK_RC2_128_CBC_WITH_MD5
(SSL2_RC2_128_CBC_WITH_MD5)
	0x030080
	n
	-
	-
	-
	-
	Draft Last Update: Feb. 9th, 1995 1
	No

	
	SSL_CK_RC2_128_CBC_EXPORT40_WITH_MD5
(SSL2_RC2_128_CBC_EXPORT40_WITH_MD5)
	0x040080
	n
	-
	-
	-
	-
	Draft Last Update: Feb. 9th, 1995 1
	No

	
	SSL_CK_IDEA_128_CBC_WITH_MD5
(SSL2_IDEA_128_CBC_WITH_MD5)
	0x050080
	n
	-
	-
	-
	-
	Draft Last Update: Feb. 9th, 1995 1
	No

	
	SSL_CK_DES_64_CBC_WITH_MD5
(SSL2_DES_64_CBC_WITH_MD5)
	0x060040
	n
	-
	-
	-
	-
	Draft Last Update: Feb. 9th, 1995 1
	No

	
	SSL_CK_DES_192_EDE3_CBC_WITH_MD5
(SSL2_DES_192_EDE3_CBC_WITH_MD5)
	0x0700C0
	n
	-
	-
	-
	-
	Draft Last Update: Feb. 9th, 1995 1
	No

	
	SSL_CK_RC4_64_WITH_MD5
	0x080080
	s
	-
	-
	-
	-
	?
	No

	
	TLS_NULL_WITH_NULL_NULL
(SSL_NULL_WITH_NULL_NULL)
	0x0000
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_RSA_WITH_NULL_MD5
(SSL_RSA_WITH_NULL_MD5)
	0x0001
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_RSA_WITH_NULL_SHA
(SSL_RSA_WITH_NULL_SHA)
	0x0002
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_RSA_EXPORT_WITH_RC4_40_MD5
(SSL_RSA_EXPORT_WITH_RC4_40_MD5)
	0x0003
	-
	n
	n
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_RSA_WITH_RC4_128_MD5
(SSL_RSA_WITH_RC4_128_MD5)
	0x0004
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_RSA_WITH_RC4_128_SHA
(SSL_RSA_WITH_RC4_128_SHA)
	0x0005
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5
(SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5)
	0x0006
	-
	n
	n
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_RSA_WITH_IDEA_CBC_SHA
(SSL_RSA_WITH_IDEA_CBC_SHA)
	0x0007
	-
	n
	n
	n
	depr
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5469 February 2009 19
	No

	
	TLS_RSA_EXPORT_WITH_DES40_CBC_SHA
(SSL_RSA_EXPORT_WITH_DES40_CBC_SHA)
	0x0008
	-
	n
	n
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_RSA_WITH_DES_CBC_SHA
(SSL_RSA_WITH_DES_CBC_SHA)
	0x0009
	-
	n
	n
	n
	depr
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5469 February 2009 19
	No

	
	TLS_RSA_WITH_3DES_EDE_CBC_SHA
(SSL_RSA_WITH_3DES_EDE_CBC_SHA)
	0x000A
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA
(SSL_DH_DSS_EXPORT_WITH_DES40_CBC_SHA)
	0x000B
	-
	n
	n
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_DH_DSS_WITH_DES_CBC_SHA
(SSL_DH_DSS_WITH_DES_CBC_SHA)
	0x000C
	-
	n
	n
	n
	depr
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5469 February 2009 19
	No

	
	TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA
(SSL_DH_DSS_WITH_3DES_EDE_CBC_SHA)
	0x000D
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA
(SSL_DH_RSA_EXPORT_WITH_DES40_CBC_SHA)
	0x000E
	-
	n
	n
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_DH_RSA_WITH_DES_CBC_SHA
(SSL_DH_RSA_WITH_DES_CBC_SHA)
	0x000F
	-
	n
	n
	n
	depr
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5469 February 2009 19
	No

	
	TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA
(SSL_DH_RSA_WITH_3DES_EDE_CBC_SHA)
	0x0010
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
(SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA)
	0x0011
	-
	n
	n
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_DHE_DSS_WITH_DES_CBC_SHA
(SSL_DHE_DSS_WITH_DES_CBC_SHA)
	0x0012
	-
	n
	n
	n
	depr
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5469 February 2009 19
	No

	
	TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
(SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA)
	0x0013
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
(SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA)
	0x0014
	-
	n
	n
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_DHE_RSA_WITH_DES_CBC_SHA
(SSL_DHE_RSA_WITH_DES_CBC_SHA)
	0x0015
	-
	n
	n
	n
	depr
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5469 February 2009 19
	No

	
	TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
(SSL_ DHE_RSA_WITH_3DES_EDE_CBC_SHA)
	0x0016
	-
	n
	n
	n
	n
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_anon_EXPORT_WITH_RC4_40_MD5
(SSL_DH_anon_EXPORT_WITH_RC4_40_MD5)
	0x0017
	-
	disc
	depr
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_DH_anon_WITH_RC4_128_MD5
(SSL_DH_anon_WITH_RC4_128_MD5)
	0x0018
	-
	disc
	depr
	depr
	c
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA
(SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA)
	0x0019
	-
	disc
	depr
	x
	x
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
	No

	
	TLS_DH_anon_WITH_DES_CBC_SHA
(SSL_DH_anon_WITH_DES_CBC_SHA)
	0x001A
	-
	disc
	depr
	depr
	depr
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5469 February 2009 19
	No

	
	TLS_DH_anon_WITH_3DES_EDE_CBC_SHA
(SSL_DH_anon_WITH_3DES_EDE_CBC_SHA)
	0x001B
	-
	disc
	depr
	depr
	c
	Draft Last Update: Nov. 18th, 1996 2
RFC 2246 January 1999 3
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	SSL_FORTEZZA_KEA_WITH_NULL_SHA
	0X001C
	-
	n
	-
	-
	-
	Draft Last Update: Nov. 18th, 1996 2
	No

	
	SSL_FORTEZZA_KEA_WITH_FORTEZZA_CBC_SHA
	0x001D
	-
	n
	-
	-
	-
	Draft Last Update: Nov. 18th, 1996 2
	No

	
	SSL_FORTEZZA_KEA_WITH_RC4_128_SHA
	0x001E
	-
	n
	-
	-
	-
	Draft Last Update: Nov. 18th, 1996 2
	No

	
	TLS_KRB5_WITH_DES_CBC_SHA
	0x001E
	-
	s
	n
	n
	?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_WITH_3DES_EDE_CBC_SHA
	0x001F
	-
	s
	n
	n
	?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_WITH_RC4_128_SHA
	0x0020
	-
	s
	n
	n
	?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_WITH_IDEA_CBC_SHA
	0x0021
	-
	s
	n
	n
	?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_WITH_DES_CBC_MD5
	0x0022
	-
	s
	n
	n
	depr ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_WITH_3DES_EDE_CBC_MD5
	0x0023
	-
	s
	n
	n
	?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_WITH_RC4_128_MD5
	0x0024
	-
	s
	n
	n
	?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_WITH_IDEA_CBC_MD5
	0x0025
	-
	s
	n
	n
	depr ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA
	0x0026
	-
	s
	n
	x
	x ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA
	0x0027
	-
	s
	n
	x
	x ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_EXPORT_WITH_RC4_40_SHA
	0x0028
	-
	s
	n
	x
	x ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5
	0x0029
	-
	s
	n
	x
	x ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5
	0x002A
	-
	s
	n
	x
	x ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_KRB5_EXPORT_WITH_RC4_40_MD5
	0x002B
	-
	s
	n
	x
	x ?
	RFC 2712 October 1999 4
RFC 4346 April 2006 10
	No

	
	TLS_PSK_WITH_NULL_SHA
	0x002C
	-
	?
	n
	n
	n
	RFC 4785 January 2007 13
	No

	
	TLS_DHE_PSK_WITH_NULL_SHA
	0x002D
	-
	?
	n
	n
	n
	RFC 4785 January 2007 13
	No

	
	TLS_RSA_PSK_WITH_NULL_SHA
	0x002E
	-
	?
	n
	n
	n
	RFC 4785 January 2007 13
	No

	
	TLS_RSA_WITH_AES_128_CBC_SHA
	0x002F
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_DSS_WITH_AES_128_CBC_SHA
	0x0030
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_RSA_WITH_AES_128_CBC_SHA
	0x0031
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_DSS_WITH_AES_128_CBC_SHA
	0x0032
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_RSA_WITH_AES_128_CBC_SHA
	0x0033
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_anon_WITH_AES_128_CBC_SHA
	0x0034
	-
	s
	n
	n
	c
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_RSA_WITH_AES_256_CBC_SHA
	0x0035
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_DSS_WITH_AES_256_CBC_SHA
	0x0036
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_RSA_WITH_AES_256_CBC_SHA
	0x0037
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_DSS_WITH_AES_256_CBC_SHA
	0x0038
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_RSA_WITH_AES_256_CBC_SHA
	0x0039
	-
	s
	n
	n
	n
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	Yes

	
	TLS_DH_anon_WITH_AES_256_CBC_SHA
	0x003A
	-
	s
	n
	n
	c
	RFC 3268 June 2002 5
RFC 4346 April 2006 10
RFC 5246 August 2008 15
	No

	
	TLS_RSA_WITH_NULL_SHA256
	0x003B
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	No

	
	TLS_RSA_WITH_AES_128_CBC_SHA256
	0x003C
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_RSA_WITH_AES_256_CBC_SHA256
	0x003D
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DH_DSS_WITH_AES_128_CBC_SHA25
	0x003E
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DH_RSA_WITH_AES_128_CBC_SHA256
	0x003F
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
	0x0040
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_RSA_WITH_CAMELLIA_128_CBC_SHA
	0x0041
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA
	0x0042
	-
	?
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA
	0x0043
	-
	?
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA
	0x0044
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA
	0x0045
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA
	0x0046
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_RSA_EXPORT1024_WITH_RC4_56_MD5
(SSL_RSA_EXPORT1024_WITH_RC4_56_MD5)
	0x0060
	-
	s
	s
	x ?
	x ?
	?
	No

	
	TLS_RSA_EXPORT1024_WITH_RC2_56_MD5
(SSL_RSA_EXPORT1024_WITH_RC2_CBC_56_MD5)
	0x0061
	-
	s
	s
	x ?
	x ?
	?
	No

	
	TLS _RSA_EXPORT1024_WITH_DES_CBC_SHA
(SSL_RSA_EXPORT1024_WITH_DES_CBC_SHA)
	0x0062
	-
	s
	s
	x ?
	x ?
	Draft Last Update: July 19, 2001 5
	No

	
	TLS _DHE_DSS_EXPORT1024_WITH_DES_CBC_SHA
(SSL_DHE_DSS_EXPORT1024_WITH_DES_CBC_SHA)
	0x0063
	-
	s
	s
	x ?
	x ?
	Draft Last Update: July 19, 2001 5
	No

	
	TLS _RSA_EXPORT1024_WITH_RC4_56_SHA
(SSL_RSA_EXPORT1024_WITH_RC4_56_SHA)
	0x0064
	-
	s
	s
	x ?
	x ?
	Draft Last Update: July 19, 2001 5
	No

	
	TLS _DHE_DSS_EXPORT1024_WITH_RC4_56_SHA
(SSL_DHE_DSS_EXPORT1024_WITH_RC4_56_SHA)
	0x0065
	-
	s
	s
	x ?
	x ?
	Draft Last Update: July 19, 2001 5
	No

	
	TLS _DHE_DSS_WITH_RC4_128_SHA
(SSL_DHE_DSS_WITH_RC4_128_SHA)
	0x0066
	-
	s
	s
	s
	?
	Draft Last Update: July 19, 2001 5
	No

	
	TLS_NTRU_NSS_WITH_RC4_128_SHA
	0x0061
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
	No

	
	TLS_NTRU_NSS_WITH_3DES_EDE_CBC_SHA
	0x0062
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
	No

	
	TLS_NTRU_NSS_WITH_AES_128_CBC_SHA
	0x0063
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
	No

	
	TLS_NTRU_NSS_WITH_AES_256_CBC_SHA
	0x0064
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
	No

	
	TLS_NTRU_RSA_WITH_RC4_128_SHA
	0x0065
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
Extra 28 30 31
	No

	
	TLS_NTRU_RSA_WITH_3DES_EDE_CBC_SHA
	0x0066
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
Extra 28 30 31
	No

	
	TLS_NTRU_RSA_WITH_AES_128_CBC_SHA
	0x0067
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
Extra 28 30 31
	No

	
	TLS_NTRU_RSA_WITH_AES_256_CBC_SHA
	0x0068
	-
	?
	s
	?
	?
	Draft Last Update: July 3, 2001 29
Extra 28 30 31
	No

	
	TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
	0x0067
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DH_DSS_WITH_AES_256_CBC_SHA256
	0x0068
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DH_RSA_WITH_AES_256_CBC_SHA256
	0x0069
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
	0x006A
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
	0x006B
	-
	s
	s
	s
	n
	RFC 5246 August 2008 15
	Yes

	
	TLS_DH_anon_WITH_AES_128_CBC_SHA256
	0x006C
	-
	s
	s
	s
	c
	RFC 5246 August 2008 15
	No

	
	TLS_DH_anon_WITH_AES_256_CBC_SHA256
	0x006D
	-
	s
	s
	s
	c
	RFC 5246 August 2008 15
	No

	
	TLS_GOSTR341094_WITH_28147_CNT_IMIT
	0x0080
	-
	?
	n
	?
	?
	Draft Last Update: December 8, 2008 24
	No

	
	TLS_GOSTR341001_WITH_28147_CNT_IMIT
	0x0081
	-
	?
	n
	?
	?
	Draft Last Update: December 8, 2008 24
	No

	
	TLS_GOSTR341094_WITH_NULL_GOSTR3411
	0x0082
	-
	?
	n
	?
	?
	Draft Last Update: December 8, 2008 24
	No

	
	TLS_GOSTR341001_WITH_NULL_GOSTR3411
	0x0083
	-
	?
	n
	?
	?
	Draft Last Update: December 8, 2008 24
	No

	
	TLS_RSA_WITH_CAMELLIA_256_CBC_SHA
	0x0084
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA
	0x0085
	-
	?
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA
	0x0086
	-
	?
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA
	0x0087
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA
	0x0088
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA
	0x0089
	-
	s
	n
	n
	n
	RFC 4132 July 2005 7
RFC 5932 June 2010 23
	No

	
	TLS_PSK_WITH_RC4_128_SHA
	0x008A
	-
	s
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_PSK_WITH_3DES_EDE_CBC_SHA
	0x008B
	-
	s
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_PSK_WITH_AES_128_CBC_SHA
	0x008C
	-
	s
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_PSK_WITH_AES_256_CBC_SHA
	0x008D
	-
	s
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_DHE_PSK_WITH_RC4_128_SHA
	0x008E
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA
	0x008F
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_DHE_PSK_WITH_AES_128_CBC_SHA
	0x0090
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_DHE_PSK_WITH_AES_256_CBC_SHA
	0x0091
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_RSA_PSK_WITH_RC4_128_SHA
	0x0092
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_RSA_PSK_WITH_3DES_EDE_CBC_SHA
	0x0093
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_RSA_PSK_WITH_AES_128_CBC_SHA
	0x0094
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_RSA_PSK_WITH_AES_256_CBC_SHA
	0x0095
	-
	?
	n
	n
	n
	RFC 4279 December 2005 9
	No

	
	TLS_RSA_WITH_SEED_CBC_SHA
	0x0096
	-
	s
	n
	?
	?
	RFC 4162 August 2005 8
	No

	
	TLS_DH_DSS_WITH_SEED_CBC_SHA
	0x0097
	-
	?
	n
	?
	?
	RFC 4162 August 2005 8
	No

	
	TLS_DH_RSA_WITH_SEED_CBC_SHA
	0x0098
	-
	?
	n
	?
	?
	RFC 4162 August 2005 8
	No

	
	TLS_DHE_DSS_WITH_SEED_CBC_SHA
	0x0099
	-
	s
	n
	?
	?
	RFC 4162 August 2005 8
	No

	
	TLS_DHE_RSA_WITH_SEED_CBC_SHA
	0x009A
	-
	s
	n
	?
	?
	RFC 4162 August 2005 8
	No

	
	TLS_DH_ ANON_WITH_SEED_CBC_SHA
	0x009B
	-
	s
	n
	?
	?
	RFC 4162 August 2005 8
	No

	
	TLS_RSA_WITH_AES_128_GCM_SHA256
	0x009C
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_RSA_WITH_AES_256_GCM_SHA384
	0x009D
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
	0x009E
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
	0x009F
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DH_RSA_WITH_AES_128_GCM_SHA256
	0x00A0
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DH_RSA_WITH_AES_256_GCM_SHA384
	0x00A1
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
	0x00A2
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DHE_DSS_WITH_AES_256_GCM_SHA384
	0x00A3
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DH_DSS_WITH_AES_128_GCM_SHA256
	0x00A4
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DH_DSS_WITH_AES_256_GCM_SHA384
	0x00A5
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	Yes

	
	TLS_DH_anon_WITH_AES_128_GCM_SHA256
	0x00A6
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	No

	
	TLS_DH_anon_WITH_AES_256_GCM_SHA384
	0x00A7
	-
	x
	x
	x
	n
	RFC 5288 August 2008 16
	No

	
	TLS_PSK_WITH_AES_128_GCM_SHA256
	0x00A8
	-
	x
	x
	x
	n
	RFC 5487 March 2009 20
	No

	
	TLS_PSK_WITH_AES_256_GCM_SHA384
	0x00A9
	-
	x
	x
	x
	n
	RFC 5487 March 2009 20
	No

	
	TLS_DHE_PSK_WITH_AES_128_GCM_SHA256
	0x00AA
	-
	x
	x
	x
	n
	RFC 5487 March 2009 20
	No

	
	TLS_DHE_PSK_WITH_AES_256_GCM_SHA384
	0x00AB
	-
	x
	x
	x
	n
	RFC 5487 March 2009 20
	No

	
	TLS_RSA_PSK_WITH_AES_128_GCM_SHA256
	0x00AC
	-
	x
	x
	x
	n
	RFC 5487 March 2009 20
	No

	
	TLS_RSA_PSK_WITH_AES_256_GCM_SHA384
	0x00AD
	-
	x
	x
	x
	n
	RFC 5487 March 2009 20
	No

	
	TLS_PSK_WITH_AES_128_CBC_SHA256
	0x00AE
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_PSK_WITH_AES_256_CBC_SHA384
	0x00AF
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_PSK_WITH_NULL_SHA256
	0x00B0
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_PSK_WITH_NULL_SHA384
	0x00B1
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_DHE_PSK_WITH_AES_128_CBC_SHA256
	0x00B2
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_DHE_PSK_WITH_AES_256_CBC_SHA384
	0x00B3
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_DHE_PSK_WITH_NULL_SHA256
	0x00B4
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_DHE_PSK_WITH_NULL_SHA384
	0x00B5
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	0x00B6
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_RSA_PSK_WITH_AES_256_CBC_SHA384
	0x00B7
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_RSA_PSK_WITH_NULL_SHA256
	0x00B8
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_RSA_PSK_WITH_NULL_SHA384
	0x00B9
	-
	?
	n
	n
	n
	RFC 5487 March 2009 20
	No

	
	TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256
	0x00BA
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA256
	0x00BB
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA256
	0x00BC
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256
	0x00BD
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256
	0x00BE
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA256
	0x00BF
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256
	0x00C0
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA256
	0x00C1
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA256
	0x00C2
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA256
	0x00C3
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256
	0x00C4
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA256
	0x00C5
	-
	x
	x
	x
	n
	RFC 5932 June 2010 23
	No

	
	TLS_RSA_WITH_HC_128_CBC_MD5
	0x00FB
	-
	?
	s
	?
	?
	Unknown 28
	No

	
	TLS_RSA_WITH_HC_128_CBC_SHA
	0x00FC
	-
	?
	s
	?
	?
	Unknown 28
	No

	
	TLS_RSA_WITH_RABBIT_CBC_SHA
	0x00FD
	-
	?
	s
	?
	?
	Unknown 28
	No

	
	TLS_ECDH_ECDSA_WITH_NULL_SHA
	0xC001
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_ECDSA_WITH_RC4_128_SHA
	0xC002
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
	0xC003
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
	0xC004
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
	0xC005
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDHE_ECDSA_WITH_NULL_SHA
	0xC006
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDHE_ECDSA_WITH_RC4_128_SHA
	0xC007
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
	0xC008
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
	0xC009
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
RFC 5430 March 2009 18
	Yes

	
	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
	0xC00A
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
RFC 5430 March 2009 18
	Yes

	
	TLS_ECDH_RSA_WITH_NULL_SHA
	0xC00B
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_RSA_WITH_RC4_128_SHA
	0xC00C
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
	0xC00D
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDH_RSA_WITH_AES_128_CBC_SHA
	0xC00E
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
	0xC00F
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDHE_RSA_WITH_NULL_SHA
	0xC010
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDHE_RSA_WITH_RC4_128_SHA
	0xC011
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
	0xC012
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
	0xC013
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
	0xC014
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	Yes

	
	TLS_ECDH_anon_WITH_NULL_SHA
	0xC015
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_anon_WITH_RC4_128_SHA
	0xC016
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA
	0xC017
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_anon_WITH_AES_128_CBC_SHA
	0xC018
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_ECDH_anon_WITH_AES_256_CBC_SHA
	0xC019
	-
	s
	n
	n
	n
	RFC 4492 May 2006 12
	No

	
	TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA
	0xC01A
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_RSA_WITH_3DES_EDE_CBC_SHA
	0xC01B
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA
	0xC01C
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_WITH_AES_128_CBC_SHA
	0xC01D
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA
	0xC01E
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA
	0xC01F
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_WITH_AES_256_CBC_SHA
	0xC020
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA
	0xC021
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA
	0xC022
	-
	?
	n
	n
	n ?
	RFC 5054 November 2007 14
	No

	
	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
	0xC023
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
RFC 5430 March 2009 18
	Yes

	
	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
	0xC024
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
RFC 5430 March 2009 18
	Yes

	
	TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256
	0xC025
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
	0xC026
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
	0xC027
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
	0xC028
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256
	0xC029
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
	0xC02A
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
	0xC02B
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
RFC 5430 March 2009 18
	Yes

	
	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
	0xC02C
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
RFC 5430 March 2009 18
	Yes

	
	TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256
	0xC02D
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384
	0xC02E
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
	0xC02F
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
	0xC030
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256
	0xC031
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384
	0xC032
	-
	x
	x
	x
	n
	RFC 5288 August 2008 17
	Yes

	
	TLS_ECDHE_PSK_WITH_RC4_128_SHA
	0xC033
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	227.
	TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA
	0xC034
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	228.
	TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA
	0xC035
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	229.
	TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA
	0xC036
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	230.
	TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256
	0xC037
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	231.
	TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384
	0xC038
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	232.
	TLS_ECDHE_PSK_WITH_NULL_SHA
	0xC039
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	233.
	TLS_ECDHE_PSK_WITH_NULL_SHA256
	0xC03A
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	234.
	TLS_ECDHE_PSK_WITH_NULL_SHA384
	0xC03B
	-
	?
	n
	n
	n
	RFC 5489 March 2009 21
	No

	235.
	SSL_RSA_FIPS_WITH_DES_CBC_SHA
	0xFEFE
(0xFFE1)
	-
	n
	s
	-
	-
	FIPS SSL CipherSuites 25
	No

	236.
	SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA
	0xFEFF
(0xFFE0)
	-
	n
	s
	-
	-
	FIPS SSL CipherSuites 25
	No

	237.
	TLS_EMPTY_RENEGOTIATION_INFO_SCSV **
	0x00FF
	s
	s
	n
	n
	n
	RFC 5746 February 2010 22
	-


* Applicable only for TLS 1.0, TLS 1.1 and TLS 1.2
** Not a cipher suite
[bookmark: _2._Meaning][bookmark: _Toc269074105][bookmark: _Toc269074479][bookmark: _Toc269221051]2. Meaning
Table 2
	Value
	Meaning

	-
	not applicable

	s
	not “native”, seen implemented

	n
	“native” cipher suite

	c
	special case possible usage

	x
	usage disallowed

	depr
	deprecated

	disc
	discouraged

	?
	unknown status



The situation of some ADH ciphers is a little ambiguous, for example TLS 1.0 RFC 2246 deprecates some ADH cipher suites.
But RFC 3268 adds AES ADH suites to TLS 1.0 which are not considered deprecated. 
RFC 4132 adds (ADH) Camellia cipher suites to TLS 1.0, but makes no mention about the ADH ones.
Sames with RFC 4162 which adds SEED cipher suites to TLS 1.0.
TLS 1.1 RFC 4346 lists some ADH cipher suites as deprecated, however makes no mention about AES ADH ones, just lists them.
RFC 4492 adds ECC ADH cipher suites, but does not particularly make any reference about them.
TLS 1.2 RFC 5246 finally lists the AES ADH cipher along with the others, labeling the mode as “of limited use”, however the status of the ECC ADH ones is not clear(these are not listed in this RFC).
Furthermore, RFC 5288 adds some AES-GCM ADH cipher suites, but does not particularly make any reference about them.
Also RFC 5932 adds new Camellia ADH cipher suites(listing the “old” ones too), but does not particularly make any reference about them.
The Rabbit and CH-128 based cipher suites were not associated with any draft or RFC, such a document being not found, instead they were linked to CyaSSL source code file mentioning them.

[bookmark: _3._Extra_Cipher][bookmark: _Toc269074106][bookmark: _Toc269074480][bookmark: _Toc269221052]3. Extra Cipher Suites
Apart from the cipher suites listed above, IANA’s Transport Layer Security (TLS) Parameters, section TLS Cipher Suite Registry, mentions some reserved values. Some of these values are already present in the above table. Possible other values can be seen bellow. Probably some suites numbers were not registered or have been modified, or are quite meaningless as writing.
Table 3, ECC Cipher Suites for TLS
draft-03 gives a hint that some values (47-4C) correspond to cipher suites which are known to have been implemented.
http://tools.ietf.org/html/draft-ietf-tls-ecc-00#section-10
http://tools.ietf.org/html/draft-ietf-tls-ecc-01#section-5
http://tools.ietf.org/html/draft-ietf-tls-ecc-03
	Cipher Suite
	Hex Value

	TLS_ECDH_ECDSA_WITH_NULL_SHA
	0x0047

	TLS_ECDH_ECDSA_WITH_RC4_128_SHA
	0x0048

	TLS_ECDH_ECDSA_WITH_DES_CBC_SHA
	0x0049

	TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
	0x004A

	TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
	0x004B

	TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
	0x004C

	TLS_ECDH_ECDSA_EXPORT_WITH_RC4_40_SHA
	0x004B

	TLS_ECDH_ECDSA_EXPORT_WITH_RC4_56_SHA
	0x004C

	TLS_ECDH_RSA_WITH_NULL_SHA
	0x004D

	TLS_ECDH_RSA_WITH_RC4_128_SHA
	0x004E

	TLS_ECDH_RSA_WITH_DES_CBC_SHA
	0x004F

	TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
	0x0050

	TLS_ECDH_RSA_WITH_AES_128_CBC_SHA
	0x0051

	TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
	0x0052

	TLS_ECDH_RSA_EXPORT_WITH_RC4_40_SHA
	0x0053

	TLS_ECDH_RSA_EXPORT_WITH_RC4_56_SHA
	0x0054

	TLS_ECDH_anon_NULL_WITH_SHA
	0x0055

	TLS_ECDH_anon_WITH_RC4_128_SHA
	0x0056

	TLS_ECDH_anon_WITH_DES_CBC_SHA
	0x0057

	TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA
	0x0058

	TLS_ECDH_anon_EXPORT_WITH_DES40_CBC_SHA
	0x0059

	TLS_ECDH_anon_EXPORT_WITH_RC4_40_SHA
	0x005A

	TLS_ECDH_anon_EXPORT_WITH_DES40_CBC_SHA
	0x005B

	TLS_ECDH_anon_EXPORT_WITH_RC4_40_SHA
	0x005C



Table 4, Using SRP for TLS Authentication
http://tools.ietf.org/html/draft-ietf-tls-srp-02 
	Cipher Suite
	Hex Value

	TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA
	0x0050

	TLS_SRP_SHA_RSA_WITH_3DES_EDE_CBC_SHA
	0x0051

	TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA
	0x0052

	TLS_SRP_SHA_WITH_AES_128_CBC_SHA
	0x0053

	TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA
	0x0054

	TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA
	0x0055

	TLS_SRP_SHA_WITH_AES_256_CBC_SHA
	0x0056

	TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA
	0x0057

	LS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA
	0x0058



[bookmark: _4._Other_Cipher]Table 5, Addition of MISTY1 to TLS
http://tools.ietf.org/id/draft-ietf-tls-misty1-01.txt 
	Cipher Suite
	Hex Value

	TLS_RSA_WITH_MISTY1_CBC_SHA
	0x003B

	TLS_DH_DSS_WITH_MISTY1_CBC_SHA
	0x003C

	TLS_DH_RSA_WITH_MISTY1_CBC_SHA
	0x003D

	TLS_DHE_DSS_WITH_MISTY1_CBC_SHA
	0x003E

	TLS_DHE_RSA_WITH_MISTY1_CBC_SHA
	0x003F

	TLS_DH_anon_WITH_MISTY1_CBC_SHA
	0x004A



Table 5, TLS Extension for SEED and HAS-160
http://tools.ietf.org/html/draft-ietf-tls-seedhas-00 
	Cipher Suite
	Hex Value

	TLS_RSA_WITH_SEED_CBC_MD5
	0x002C

	TLS_RSA_WITH_SEED_CBC_SHA
	0x002D

	TLS_RSA_WITH_SEED_CBC_HAS160
	0x002E



Table 6, Kerberos Cipher Suites in Transport Layer Security (TLS)
http://tools.ietf.org/html/draft-ietf-tls-kerb-01 
	Cipher Suite
	Hex Value

	TLS_KRB5_WITH_3DES_EDE_CBC_SHA
	0x0070

	TLS_KRB5_WITH_3DES_EDE_CBC_MD5
	0x0071

	TLS_KRB5_WITH_RC4_128_SHA
	0x0072

	TLS_KRB5_WITH_RC4_128_MD5
	0x0073

	TLS_KRB5_WITH_DES_CBC_SHA
	0x0074

	TLS_KRB5_WITH_DES_CBC_MD5
	0x0075

	TLS_KRB5_WITH_AES_128_CBC_SHA
	0x0076

	TLS_KRB5_WITH_AES_256_CBC_SHA
	0x0077

	TLS_KRB5_WITH_NULL_SHA
	0x0078

	TLS_KRB5_WITH_NULL_MD5
	0x0079
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