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ISA 2006 Firewall as a VPN Remote Access Server - A Few Tricks

- 1. How do I restrict from which IP addresses the VPN clients can connect to the ISA VPN Server ?

- 2. How do I specify that ISA will accept PPTP remote access connections from a certain IP address
range(s) and L2TP/IPsec remote access connections from another IP address range(s) ?

- 3. How do I restrict on which external IP address ISA listens for incoming VPN remote access
connections (for PPTP and L2TP/IPsec) ?

- 4. How do I specify which users can use PPTP and which users can use L2TP/IPsec and adjust the
firewall access rules to control access to internal resources in respect with the VPN protocol used by
users ?

- 5. How do I specify that users from location X can use only PPTP and that users from location Y can
use only L2TP/Psec and adjust the firewall access rules to control access to internal resources in
respect with the VPN protocol used by users and the location of these users ?

- 6. How do I specify that a group of users can only connect from location X and another group of
users can connect from any location ?

- 7. How do I disable DES and Diffie-Hellman 768-bit MODP group 1 for L2TP/IPsec on the ISA VPN
server ?
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1. How do I restrict from which IP addresses the VPN clients can connect to the ISA VPN Server ?
As you've noticed, from ISA's GUI we can only specify from which Network ISA will accept incoming VPN
remote access connections, we cannot specify a single or a set of IP addresses from which VPN connections
can be initiated, see Figurel.

Yirtual Private Networks (¥PN) Properkties 2=

Access Networks | ddress Assignment | Authentication | RADILS |

For wPH client connections, select the networks From which clients can
initiake connections ko the YPR server,

For site-to-site connections, select the local network whose adapter is the
YPM gateway used For connecting to the remote site,

These setkings are common ko all YPM dients and site-to-site conneckions.

Marme | Descripkion
=heExkernal Built-in netwark, abjeck representing
O <%Internal Metwork representing the internal r

O '_-“j_..ﬁ.ll Metworks {and Local ... This predefined nebwork, set include
O '_-"j_..ﬁ.ll Protected Metworks This predefined nebwork, set include

Ok, I Cancel | apply

Figurel: VPN - Access Networks: External

So we need a trick, trick found on Microsoft's site, Excluding Specific Addresses from VPN Source
Networks in ISA Server 2004.

So what does this trick do ?
Following the article:

Define the Empty Network, see Figure2.

/NetwurksYNetwurk Sets"{l“-.letwu:urk Rules\'{'-.-'-.-'el:u Chaining\

Mame = Description Address Ranges
@) External  Built-in network object representing the.. IP addresses external bo the I5...

Lo Internal  Mebwark representing the inkernal nebw. .. 551 192,168,10.0 - 192,165.10.255

=% Local Host  Built-in network object representing the... Mo IP addresses are associated ...
=k Quaranti,.. Built-in dynamic network representing cl. .. Mo IP addresses are currently a..,
3 WPM Clignks Builk-in dynamic network, object represe, ., Mo IP addresses are currently a...

Figure2: An ISA Empty Network
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I've created a Subnet Network Object on ISA, containing the subnet of external IP addresses from which I
want to allow VPN clients to create VPN connections for this test (you can use Computers, Computers Sets
or Address Ranges Network Objects, use what you need), see Figure3.

Ext ¥PN Allowed Properties |

General I

= Mame: I Ext VPN &llowed
(" |
=

Range defined Faor this subnet (network address and mask):

Metworl address:
| 192 . 168 . 210 . © ! |24 E
Mebwork mask:

|255.255.255. 0

Cescription {optional);

Ik I Zancel Al

Figure3: An ISA Subnet Network Object

Note that this subnet will typically contain public IP addresses. If your VPN clients are behind NAT devices
you do *not* add the private IP addresses of the networks from which they connect, instead you add the
public IP addresses of the NAT devices(the source IP address of the VPN packets after NAT occurs).

Configure the Access Networks for the VPN Clients, in this case, to listen on the Empty Network, see
Figure4.



¥irtual Private Networks (¥PN) Properties ed |

Access Metwarks | Address Assignment I Authentication I RADILS I

Faor YPM client connections, select the networks from which dients can
initiate conneckions ko the YPM server,

For site-to-site connections, select the local network whose adapter is the
YPM gateway used For connecting to the remoke site,

These setkings are common ko all YRR dients and sike-to-site connections.

Marme | Descripkion

< Ernpky

[0 =%External Built-in network, object representing
O <% Internal Metwork representing the internal r

O '_-"j_..ﬁ.ll Metworks {and Local ... This predefined network, set include
O '_-l'j_..ﬁ.ll Protected Metwarks This predefined network, set inchude

(a4 I Cancel | Apply |

Figure4: VPN - Access Networks: Empty

This will modify System Policy No. 13, Allow VPN client traffic to ISA Server(ISA 2006 SE). As we can
see from FigureS, this is an access rule. When we enable the VPN Server on ISA, this access rule will be
enabled, allowing VPN traffic from the VPN clients to ISA. As we can see, requests will come from the
Empty Network. So basically we've "disabled" this rule, because the Empty Network is empty, so there are
no clients from which requests will come.

Firewall Policy
Or,, - | Mame | Ackion | Protocols | Fram [ Liste, .. | To | Condikion
L1 Allow ICMP (PING. . () Allow LU PING Ta Remote M., <i-Local Host ) All Users

a |_’—| 12 Allow ICMP reque. .. g Al Il._l,; ICMP Information. .. <% Local Host <% All Metwor, E‘I All Users
LY 1CMP Timestamp
E_',E PING

=[] 1E Al ven chient b () Allow ﬂ_',:_ IKE Client . Emply <blocal Host % All Users
L1 1Psec ESP
ﬂ_':“' IPsec MAT-T Client
ﬂ_':“' L2TP Clienk

ﬂ_',E PPTP
= |_:| 14 Allow YPM site-ta-, ., Q Allow ___ﬁ_. Empky =% Local Host t—, all Users
=4 TPsec Re. ..
a |_:| 15 Allow WP sike-to-... Q Allows <helocal Host =% Emply ':-, all Users

=3 IPsec Rem...
Figure5: ISA - System Policy

Note that ISA as a VPN gateway for the L2TP/IPsec and PPTP site-to-site connections, will also allow
the traffic for the incoming(terminated on it) and the outgoing(terminated on it) s2s connections also from/to



the Empty Network(see System Rules 13 and 15, FigureS ). Keep that in mind, otherwise you'll block ISA
from intiating and answering to L2TP/IPsec and PPTP s2s connections.

If you use customs access rules based on this trick, you will need to create the needed custom rules for the
L2TP/IPsec and PPTP s2s connections.

Next we will define our own custom access rule for VPN requests from the VPN clients(the bellow rule
allows both PPTP and L2TP/IPsec) from the needed sources, see Figure6.

Firewall Policy \

0., | Marne | Action | Protocols | Fram [ Listener | Ta | Condition

= [1] 1 Allow venireq... () Allow LU IKE Client 74 Ext VPN Allowed i local Host % All Users
L' 1Psec ESP
L' 1Psec MAT-T Client
L4 LzTP Client
L' prTP

Figure6: ISA - Custom Access Rule

So the long answer:

- The above approach means that the incoming remote access VPN connections will be restricted by firewall
rules based on source IP addresses. For L2TP/IPsec connections, the default L2TP/IPsec Main Mode filters
are not modified, so the VPN server still accepts IKE messages from any source IP addresses, see Figure7,
however the firewall will allow IKE "traffic" based on the newly created access rules.

C:s>netsh ipsec dynamic show mmfilter all

Main Mode Filters: Generic

Filter name L2TF Server Inbound Filter
Connection Tupe ALL
Source Address <Any IP Address> <B.A.0.0 2
Destination Address <My IP Address> (255.255.255.2585>
Authentication Methods
Prezshared key
Security Methods : 5
J3DES5HA1-DH3-28800-QM1imit =8
3DES./5HA1/DHZ /28800 QM1 imit =8
3DESAHDS-DHZ -28800.-QM]1 init =8
DES./SHA1.-DH1-28888-QM1imit =8
DES - HDS-DH1 -28800.-QM]1init =8

Filter name L2TP Server Outbhound Filter
Connection Tupe ALL
Source Address <My IP Address> (255.255.255.2585>
Destination Address <Any IP Address> <(B.A.0.@ 2
Authentication Methods
Prezshared key
Security Methods : 5
3DES./5HA1./DH3.-28800. QM1 imit =8
3DES5HA1-DHZ-28800-QM1imit =8
3DESAMDS /DHZ 28800 -QM]1 imit =0
DES/5HA1-DH1-28888-QM1imit =08
DES . /MDE +DH1 /28800 -QM]1 imnit =0

2 Generic Filterd{s)
Figure7: On ISA - netsh ipsec dynamic show mmfilter all



2. How do I specify that ISA will accept PPTP remote access connections from a certain IP address
range(s) and L2TP/IPsec remote access connections from another IP address range(s) ?

After we have followed the above steps, we can specify that ISA will accept PPTP connections from a
specific IP address range(s) and L2TP/IPsec connections from other IP address range(s) if we need that,
simply by using two access rules.

First I've defined the subnet from which I want to allow the L2TP/IPsec VPN clients to connect, see Figure8
and the subnet from which I want to allow the PPTP VPN clients to connect, see Figure9.

As said before, these subnets will typically contain public IP addresses. If your VPN clients are behind NAT
devices you do *not* add the private IP addresses of the networks from which they connect, instead you add
the public IP addresses of the NAT devices(the source IP address of the VPN packets after NAT occurs).

Ext L2TP/IPsec Allowed Properties - |
zeneral I
=l Mame: Ext LZTP/IPsec Allowed
L'!L! I

=l

Range defined for this subnet (network address and mask):

Metwork address:
| 192 . 168 . 220 . 0 =
Metwork mask:

|255.255.255. 0

Description (optional):

ik I Cancel apply

Figure8: ISA - Ext L2TP/IPsec Allowed Subnet Nework Object




Ext PPTP Allowed Properties 2=

Genetal I

l‘i’i Mame: I Ext PPTP allowed
=

Range defined for this subnet (network address and mask):

Mebwark address:
| 192 . 168 . 200 . D ! |24 E
Metwaork mask:

|255.255.255. 0

Description (opkional):

0k, I Cancel apply

Figure9: ISA - Ext PPTP Allowed Subnet Nework Object

And after that, I've created the two custom access rules. As you can see from Figurel0, basically I've splitted
the access rule from Figure6 in two rules, and modified the From tabs accordingly.

Firewall Policy

0, - | Mame | Ackion | Protocols | Fram | Listener | To | Condition
=1 Allow L2TRIP... () Allow LU IKE Client %4 Ext L2TP/IPse.., <& LocalHost 8 all Users
L' 1psec ESP

"IE'E IPsec NAT-T Client
L1 L2TP Client

Ltz allow PRTRre... () Allow LI PRTR D4 Ext PPTP Allo... & LocalHost 8 &l Users
Figurel0: ISA - Custom Access Rules




3. How do I restrict on which external IP address ISA listens for incoming VPN remote access
connections (for PPTP and L2TP/IPsec) ?

You have an ISA Server 2006 SE. You have multiple public IP addresses on ISA's default interface, IP
addresses used to publish various services.

By default when you enable the VPN Server on ISA and specify the External Network as the network from
which ISA will accept VPN connections, ISA will accept VPN connections destined to any of the IP
addresses configured on its external interface.

You may want to enable ISA to listen on a specific IP address for incoming remote access VPN connections.

Well, I do not have an "official" answer for this, just my answer, so use it on your own risk.

For example, I have the following IP addresses on ISA's external interface, see Figurell.

_L_ Wan Status 2=

General Support I

Metwork Connection Details ed |

MHetwark Connection Details:

Froperty | W alle |
Phyzical Address 00-0C-23-5F-46-D 7
IP Address 192168200236
Subnet Mazk 28R.285.255.0

IP Address 192.168.200.235
Subnet Mazk, 2802552550

IP Address 192168200234
Subnet Mazk 28R.285.255.0
Default Gateway 1921682001
DS Server

WS Server

Cloze

Figurell: ISA's Default External NIC

I want to use the 192.168.200.234 IP address for L2TP/IPsec remote access connections and the
192.168.200.235 IP address for PPTP remote access connections.

Looking at the above two custom created rules(Figurel0) for L2TP/IPsec and PPTP, we can see that the
destination is the Local Host Network.
Searching through Network Concepts in ISA Server 2006, we will learn that this is:

"A predefined network that represents the ISA Server 2006 firewall. It includes all IP addresses on all
network adapters. You do not explicitly define IP addresses on this network. Addresses are added
automatically as they are defined on network adapters, including any wide area network (WAN) adapters
that are created for VPN connections."

Let's initiate an L2TP/IPsec connection, using the default VPN setup of ISA (not the one with the above
tricks), and analyze ISA's logs. I want to do that in order to figure it out what access rules we need to specify
on which external IP address ISA listens for incoming VPN connections. I want to see what ISA sees, that's
why I'm not using Wireshark.


http://technet.microsoft.com/en-us/library/bb794774.aspx

First, IKE negotiations are started, note the source(External Network), the destination(Local Host
192.168.200.235) and the access rule allowing access, see Figurel2.

—=
Log Time | Destina... = | Deskina. .. | Protocol | Ackion
12/26)2008 7:04:25 PM 192,1658.10.199 0 WAk Miniport (L2TP) Initiaked YPR Connection

500 IKE Client Initiaked Connection

12/26/2008 7:04:27 PM 192.168.200.235 4500 IPsec MAT-T Client Initiaked Connection
12/26/2008 7:0427 PM 192,168.200,235 1701 LZTP Client Initiated Connection
12)26/2008 70427 PM 255,755, 255,255 67 DHCP (request) Denied Connection
12)26/2008 7:04:27 PM 255,255,255.255 137 MetBios Mame Service  Denied Conneckion
12jz6/2008 7:04:27 PM  255,255,7255,255 137 MetBios Mame Service  Denied Connection
< |

S —
Initiated Connection LAB1ISAZOOGSTD 12/26/200:
Log type: Firewall service
Status:

Rule: [3ystem] Allow YPM client traffic ko 158 Server
Source; External (192,165, 220,240;10507)
Destination: Local Host (192,168, 200,235:500)
Protocol: IKE Client

User:

=l Additional inFarmation
* Number of bytes sent: 0 Number of bytes received: 0
* Processing time: 0 ms Original Client IP: 192,168.220.240
+ Client agent:

Figurel2: ISA Logs - IKE Client

Next, after IKE negotiations were completed successfully, IPsec NAT-T Client traffic appears, note the
source(External Network), the destination (Local Host 192.168.200.235) and the access rule allowing access,
(the VPN client is behind a NAT device, thus NAT-T is used-UDP encapsulation of ESP packets-, actually
IKE MM messages number 5 and the IKE QM messages from the client will also be destined to UDP port
4500 as a NAT device was detected between the two peers), see Figurel3.



—=E

Log Time | Destina,,, = | Destina. .. | Protocal | Ackion
12/26/2008 7:04:25 PM  192.1658.10.199 0 WAMN Miniport (L2TF) Initiaked YPr Connection
12/26/2008 7:04:27 PM 192.1658.200.235 500 IKE lient Initiaked Connection

IPsec NAT-T Client Initiated Connection
12/26/2008 7:04:27 PM 192,168,200,235 1701 LZ2TP Client Initiaked Connection
12)26/2008 7:04:27 PM 255,755,255,255 A7 DHCP (requesk) Denied Conneckion
12jz6/2008 7:04:27 PM  255,255,7255,255 137 MetBios Mame Service  Denied Conneckion
12j26/20058 7:04:27 PM  255,755,255,255 137 MetBios Mame Service  Denied Conneckion
1| |

——=

Initiated Connection LAB1ISAZDO6STD 12,/26,/200
Log bype: Firewall service
Status:

Rule: [System] Allow YPM client traffic ko 158 Server
Source: External (192,165, 220, 240:1049)
Destination: Local Hosk (192, 168,200,235:4500)
Protocol: IPsec NAT-T Client

User:

=l Additional inFarmation
* Number of bytes sent: 0 Number of bytes received: 0
* Processing time: 0 ms Original Client IP: 192,168.220,240
# Client agent:

Figurel3: ISA Logs - IPsec NAT-T Client

Then, the L2TP tunnel(UDP based implementation as L2TP is ran over IP) will be established, note the
source(External Network), the destination(Local Host 192.168.200.235) and the access rule allowing access,
see Figurel4.

—
Log Time | Destina,., = | Destina... | Protocol | Ackion
12/26/2008 7:04:25 PM 192,1658.10.199 0 WAk Miniport (L2TF) Initiaked YPM Connection
12/26/2008 7:04:27 PM 192,168.200.235 500 IKE Clienk Initiaked Connection
12/26/2008 7:04:27 PM 192,168.200.235 4500 IPsec MAT-T Client Initiaked Connection

LZTP Client Initiaked Connection

12f2af2008 7:04:27 PM 255,255,255,255 A7 DHCP (request) Denied Conneckion
12/26/2008 7:04:27 P 255,255,255,255 137 MetBios Mame Service  Denied Conneckion
12/26/2008 7:04:27 P 255,255,255,255 137 MetBios Mame Service  Denied Conneckion
1] |

[ ———
Initiated Connection LAB1ISAZ0065TD 12,26,/200:
Log type: Firewall service
Status:

Rule: [Svstem] Allow WPR client traffic ko ISA Server
Source: External (192,165.220,240:1701)
Destination: Local Hosk (192, 1658,200,235:1701)
Protocol: LZTP Client

User:

El additional information
« Mumber of bytes sent: 0 Number of bytes received: 0
* Processing time: 0 ms Original Client IP: 192,163,220, 240
* Client agent:

Figurel4: ISA Logs - L2TP Client



The L2TP tunnel is used to carry PPP data, note the source(VPN Clients Network, the IP address from
client's PPP adapter), destination(Local Host, the IP address from the RAS Server (Dial In) Interface) and the
access rule allowing access(none), see Figurel4.

—

Lo Time i Destina,., | Prokocol Ackion

12)26)2008 7:04:27 PM 192,168,200.235 500 IKE Client Initiaked Connection
12)26)2008 7:04:27 PM 192.168.200.235 4500 IPsec MAT-T Client Initiaked Connection
12)26)2008 7:04:27 PM 192.168,.200.235 1701 LZTP Client Initiaked Connection
12/26/2008 7:04:27 PM  255,255,255,255 &7 DHCP (request) Denied Connection
1z2f2e/2008 7:04:27 PM  255,255,255,.255 137 MetBios Mame Service  Denied Connection
1z)26/2008 7:04:27 PM  255,255,255.255 137 MetBios Mame Service  Denied Connection
| |

O —
Initiated VPN Connection LAB1ISA20065TD 12/26,/2001
Log type: Firewall service
Status:
Rule:

Source: YPH Clients (192,165, 10,1948)
Destination: Local Host (192,168,10,199)
Protocol: 'WaN Minipark (LZTF)

User: adrian

El Additional information
+* Mumber of bytes sent: 0 Number of bytes received: 0
* Processing time: 0 ms Original Client IP: 0.0.0.0
# Client agent: ¥PH remote access

Figurel5: ISA Logs - WAN Miniport (L2TP)

So it appears that we can use the custom access rules from Figure6, this time specifying as destination
instead of the Local Network, with a Computer Network Object, the needed public IP address from ISA's
external interface. ISA will know that this IP address belongs to the Local Host Network.

So I've created two new Computer Network Objects on ISA with the needed IP addresses, see Figurel6
(for L2TP/IPsec) and Figurel7 (For PPTP).



ISA ¥YPN Ext Address Properties el |

General I

@ Mlame;
— I IS4 L2TP|IPsec VPR Ext Address

Computer [P Address;

| 192 . 163 . 200 . 234 Browsa... |

Description (opkional):

Ok, I Cancel | Apply |

Figurel6: ISA - L2TP/IPsec VPN Ext Address

ISA PPTP ¥PN Ext Address Properties ed

Genetal I

|z Marne:
= | IS4 PPTP WPM Ext Address

Computer [P Address;

| 192 . 168 . 200 . 235 Browse... |

Description {optional):

0k, I Zancel | Gpply |

Figurel7: ISA - PPTP VPN Ext Address

And I will modify the custom access rules(from Figure6 ) to include as destination the required IP address



for L2TP/IPsec and respectively the one for PPTP, see Figurel8. Note that naked L2TP connections are not
allowed, these packets will be simply dropped by Windows' default IPsec policy for L2TP, since they are not
protected by IPsec as they should be(as specified by RFC 3193), you can test that trying to establish an L2TP
tunnel from a Windows XP VPN client with the ProhibitlpSec registry value set to 1.

Firewall Policy
0, - | Mame | Ackion | Protocols | Fram | Listener | To | Condition
=1 Allow L2TRIP... (9 Allow L IKE Client 24 Exk LZTR(IPse... M IS4 LEZTR(L.. M8 Al Users
L' 1Psec ESP
L' 1Psec MAT-T Client
L4 L2TP Client
Ltz Allow PPTP re... () Allow L1 pRTP 24 Ext PPTP &llo... M ISAPPTP ... M2 Al Users

Figurel8: ISA - Custom Access Rules

A quick test for PPTP this time to the allowed destination IP address, and the connection is successful, see
Figure19.

—=—
Log Time Destina. - Destina... | Protocol Ackion
Fal13PM 192,168, 23 3 PPTP Initiaked Connection

12)26)2008 7:40:13 PM 192.168.200.235 0 PPTF Initiaked Connection
12)26/2008 7:40: 13 PM 192.168.10.2 135 RPC {all interfaces) Initiaked Connection
1z2)26/2008 7:40:13 PM  192.1658.10.2 1025 RPC {all interfaces) Initiaked Connection
12126/2008 7:40:13 PM 192,1658,10,199 0 WAl Minipork (PPTP) Initiated ¥PM Connection
12/26/2008 7:40:14 PM 192,165,200,255 137 MetBios Name Service  Denied Connection
12/26/2008 7:40:14 PM 192,165,.200,255 137 MetBios Mame Service  Denied Connection
ol |

™ —
Initiated Connection LAB1ISAZODGSTD 12,/26,/2008
Log type: Firewall service
Status:

Rule: allow PPTP request to the WPM Server

Source; External (192, 168,200,73:1605)

Destination: Local Host (192,168, 200,235: 1723

Protocol: PPTF

User:

El Additional information
« MNumber of bytes sent: 0 Mumber of bytes received: 0
* Processing time: 0 ms Original Client IP: 192,163.200.73
+ Client agent:

Figurel9: ISA - An Allowed PPTP Connection from a PPTP Client

If T attempt to connect with L2TP/IPsec to another IP address(not to the allowed 192.168.200.234 1P
address) belonging to ISA's external interface, the firewall will deny this attempt, see Figure20.


http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/regentry/87671.mspx?mfr=true
http://www.ietf.org/rfc/rfc3193.txt

—=

Log Tirme | Destina,.. = | Destina. .. | Praotocol | Action

12)26)2008 74642 PM 192,168.10.2 ] DS Initiaked Conneckion
12)26)2008 74642 PM 192,1658.10.2 359 LDAP (LD Initiaked Conneckion
12/26/2008 7:46:47 PM 192,168.10,255 138 MetBios Datagram Denied Connection

IKE Client Denied Connection
12)26)2008 7r46:59 PM 192, 168,200,235 500 IKE Client Denied Connection
12)26/2008 7:47:02 PM  192,168.200.235 500 IKE Client: Cenied Connection
12)26/2008 7:47:06 PM  192,165.200.235 500 IKE Client: Cenied Connection
< |

[ ——

Denied Connection LAB1ISAZ0065TD 12,26/
Log type: Firewall service
Status:

Rule: Default rule

Source: External (192,165,220, 240: 1054)

Destination: Local Host (192,168, 200,235:500)

Protocol: IKE Client

User:

El additional information
» MNumber of bytes sent: 0 Number of bytes received: 0
#* Processing time: 0 ms Original Client IP: 192, 165,220,240
» Client agent:

Figure20: ISA - A Denied L2TP/IPsec Connection from an L2TP/IPsec Client

If I attempt to connect with L2TP/IPsec to the allowed 192.168.200.234 IP address, the firewall will allow
this attempt, see Figure21, and the connection is successful.

—=—
Log Tirme | Destina,,, = | Destina... | Protocol | Action
12)26)2008 749:53 PM 192.1658.10.199 0 WAR Miniport (L2TP) Initiaked YPR Connection

F 740:54 PM =] IKE Client Initiated Connection

12)26)2008 7:49:54 PM  192.168.200.234 4500 IPsec MAT-T Client Initiated Connection
12/26/2008 7:49:54 PM 192,168,200,234 1701 LZTP Client Initiabed Connection
122602008 714954 PM  255,255,255,255 137 MetBios Mame Service  Denied Conneckion
122602008 7:49:54 PM 255,755,255,255 A7 DHCP (request) Denied Conneckion
122602008 714956 PM 255,255,255,255 137 MetBios Mame Service  Denied Conneckion
1] |

—— >
Initiated Connection LAB1ISAZ0065TD 12/26/200
Log type: Firewall service
Status:

Rule: Allow LZTP[IPsec request ko the YPN Server

Source: External {192, 168.220,240: 1055)

Destination: Local Hosk (192,168,200, 234:500)

Protocol: IKE Client

User:

= additional information
+ Mumber of bytes sent: 0 Mumber of bytes received: 0
* Processing time: 0 ms Original Client IP; 192,1658.220.240
# Client agent:

Figure21: ISA - An Allowed L2TP/IPsec Connection from an L2TP/IPsec Client



Note that this approach(with firewall rules) might work for incoming s2s PPTP and L2TP/IPsec connections
too, connections for which the local ISA acts as the answering gateway. For s2s PPTP and L2TP/IPsec
connections that are initiated by the local ISA(that is, when local ISA acts as the calling gateway), the first IP
address from the external NIC will likely be used as the source of the VPN tunnels. We've merely firewalled
the "services", we've not specified on which particular IP address the PPTP or L2TP services listen.



4. How do I specify which users can use PPTP and which users can use L2TP/IPsec and adjust the
firewall access rules to control access to internal resources in respect with the VPN protocol used by
users ?

You may want to enable a certain group of users(for various reasons) to use the weaker PPTP, and another
group of users to use the stronger L2TP/IPsec.

We can do that with remote access policies on the RRAS server, however ISA's GUI does not provides us
this type of granularity. Since we want to touch as little as possible the RRAS console on ISA, we can easily
accomplish this using RADIUS authentication for the VPN clients, IAS Active Directory Integrated as a
RADIUS server.

We will configure ISA to use RADIUS authentication for VPN remote access connections, Figure22.

¥irtual Private Networks (¥PN) Properties ed |

Access Mebworks I Address Assignmenk I Suthentication  RADIUS |

You can use a RADIUS server bo authenticate remote users and
sike-to-site connections.,

This configuration applies to all ¥PR connections made to this 154 Server
compuker .

¥ Use RADIUS For authentication

You can use RADIUS accounting ko log YPM connections in the RADIUS
server lags,

™ Use RADIUS for accounting {logging)

To wiew ot modify the lisk of RADIUS ST RDILE Sapvare.
servers, click RADILS Servers, = =

- User mapping can be used to map RADIUS authenticated YPH
\]}) clients to the Windows namespace so that access rules applied
ko windows users and groups are applicable to RADIUS users,
U=ser mapping is configured in the YPM Clients properties,

Help about user mapping

(] 4 Cancel Apply

Figure22: ISA VPN Remote Access - Use Radius for Authentication

Specity a RADIUS server on ISA, the IP address of the IAS server, see Figure23.



Edit RADILIS Server el b

Type the RADIUS server name or IP address and define how 154 Server will
comrmunicate with this server,

Server name: I 192.168,10.2

Server description: I

strongly recommend that wou create a shared secret, Be sure to

By defaulk, the shared secret is empty, For security reasons, we
'
A configure the shared secret on the RADILS server as well,

Shared secret; I (TITTIT] Change... |
Authentication pork; I 1312

®  The port number used For RADIUS accounting will be the
\13) authentication port number plus one.

Time-ouk {seconds): I 5

¥ always use message authenticator

Ik I Cancel

Figure23: ISA - Add A RADIUS Server

When ISA is a domain member(best practice), we can create Active Directory group-based access rules.
Since we are using RADIUS for user authentication, we do not want to loose this feature.

And we don't have to, because ISA provides a feature called User Mapping, see Figure24. So while ISA is
still a domain member(we need to map something to something), and we use RADIUS authentication, we
still can use our group-based access rules even when EAP-TLS is used for user authetication.



¥PN Clients Properties d |

Generall Gru:uupsl Protocols  Heer Mapping |

I1zer mapping iz uged o map YPH clients from nonSwindows namespaces
[RADIUS or EAF authenticated uzerz] to the “Windows namespace.

Az arezult, access rulez applied to the Windows uzer setz are alzo applied
to uzers from non-windows namespaces.

I¥ Enable Uzer Mapping

e SR,

v “When uzername does not contain a domain, use thiz domain

Damain N arme: carborwind. net

Help about uzer mapping

(] I Cancel Spply

Figure24: ISA VPN Remote Access - Use Radius for Authentication

In Active Directory I've defined two group of users, L2ZTP VPN Users and PPTP VPN Users, see Figure25
and Figure26. I will make the VPN users members of the required group:

- the L2TP/IPsec users will be members of the L2TP VPN Users group.

- the PPTP users will be members of the PPTP VPN Users group.



21x]
General I Memhersl kember EIFI kanaged E!_I,II
@ L2TP WPH Uszers
Group name [pre-windows 2000): IL2TF' WM Users
Dezcription: I
E -mail: I
— [araup scope [araup type
£ Domain lozal £+ Security
&+ Global £ Distribution
i~ Uriversal
Haotes:
(] I Cancel | Spply |

Figure25: Active Directory - L2TP VPN Users Group

General I kembers I b ember O I b anaged By I
@ FPTF WPH Users
Group name [prewindows 2000]; IF'P'TF' WM Uzers
D escription: I
E -mail: I
— Group scope Group bype
= Domain ol " Security
£ Global " Distribution
£ Universal
Motes:
ak. I Cancel | Smply |

Figure26: Active Directory - PPTP VPN Users Group

The Remote Access Permissions (Dial-in or VPN) of the users are set to Control access through Remote



Access Policy, see Figure27.

We can disable the processing of dial-in properties for a user account, by using the Ignore-User-Dialin-
Properties attribute on our remote access policy, if we want to. Scroll bellow for more details.

adrian Properties ilil

Remaote contral I Terminal Services Profile I COk+
General I Address | Aooount | Prafile I Telephones I Organizatian
kember OF Diial-in | E nvironment I Seszionz

Remote Access Permizzion [Dialin or WPH]

" Allow access

" Deny access

{* ‘Control access through Remote Access Policy

[ Werify CallerD:
Callback Options

* Mo Calback
" Set by Caller [Fouting and Remote Access Service only)

" flways Callback bo: I

[T Assign a Static IP Address I 192 163 . 10 . 7O
Apply Static Boutes
Drefine routes to enable for thiz Dialk-in e e |
conhection, =

(] 4 I Cancel | Apply |

Figure27: Active Directory - User's Dial-in Permissions

Moving and configuring the IAS, I've made ISA a RADIUS client, see Figure28.



r- Internet Authentication Service

File Action Yiew Help

&= | BA@E XE R @ E

%3 Internet Authentication Service (Local) | Friendly Mame | Address
23 RADILS Clients H1sa 192.168.10.1
E ISA Properties 21 x|
E Settings |

Erniendly name:
IISA

Addrezs [IP or DMS]:
|1EIE.1EB.1EI.1

Werify... |

If you are uzing remote access policies based on the client vendor's
attribute, zpecify the vendar of the BADILS client.

Clignt-+endar: I RADIUS Standard j

¥ Bequest must contain the Meszage Authenticator attibute

Ixxxxxxxx

Shared secret;

Ixxxxxxxx

Confirm shared secret;
4
Figure28: IAS - Add ISA as a RADIUS Client

On the IAS, I've added two remote access policies using the wizard for VPN, the settings are based on this
article: Force VPN clients to use strongest encryption, see Figure29.

F' Internet Authentication Service

Eile  Action  Mjew Help

A=l e R = e

i@ Inkernet Authentication Service (Local
(] RADIUS Clients
{:l Remate Access Logging

----- % Remoke Access Policies

{:l Connection Request Pracessing
Figure29: IAS Active Directory Integrated - Remote Access Policies

Mame | Crder
EFL2TP WPM Policy 1
FPTP WP Policy 2

Let's analyze and modify them.

The first one is called L2TP/IPsec VPN Policy, "crafted" for the group of users that will use L2TP/IPsec. As
seen from Figure30, in the conditions to match area, I've added the Windows-Groups attribute matching the
L2TP VPN VPN Users group, and the Tunnel-Type is set to Layer Two Tunneling Protocol(L2TP).


http://technet.microsoft.com/en-us/library/cc781783.aspx

LZTP ¥PN Policy Properties 7] x|

Settings |

Specify the conditions that connection requests must match.

Palicy conditions:

MAS-Port-Type matches "irtual [WPH] ARD
windows-Groups matches "CARBOMNWINDA 2TP VPN [zers" AND
i Tunnel-Tvpe matches "Laver Twa Tunnheling Protocol [L2TP]!

1| | i

Add.. | Edit.. Remove

If connection reguestz match the conditions specified in this palicy, the
azzociated profile will be applied to the connection.

Edit Profile. . |

nlesz individual access permissions are zpecified in the uzer prafile, this
policy controlz access to the netwark,

If a connection request matches the specified conditions:
" Deny remote access permizsion

{* Grant remote acoess permission

(] I Cancel Spply

Figure30: IAS Active Directory Integrated - L2ZTP VPN Remote Access Policy

If we click the Edit Profile button, on the Authentication tab of the Edit Dial-in Profile, for the moment
I've selected only MS-CHAPV2(EAP is not configured yet), see Figure31, MS-CHAPv2 was selected on ISA
too before using RADIUS for VPN remote access user authentication.



Edit Dial-in Profile 2 x|

Dialin Constraints | IP | Multilink
Authentication | Encryption I &dvanced

Select the authentication methods you want to allow for this connection.

V¥ ticrozolt Encivpted Authentication version 2 [M5-CHAP +2)
¥ User can changs password after it has expired

[ Microsoft Encivpted Authentication [+5-CHAP]
[T | Uzer can change password after it has expired

[” Encrypted authentication [CHAP]

™ Unencrypted authentication [PAP, SPAP]

IInauthenticated access

r Alloyy clientz to connect without negotiating an authentication
rnethiod.

ak Cancel Spply

Figure31: IAS Active Directory Integrated - Edit Profile L2ZTP VPN Remote Access Policy: The
Authentication Tab

On the Encryption tab of the Edit Dial-in Profile, only Strongest Encryption is selected, see Figure32. If

you select for example No Encryption, then users can establish L2TP tunnels with ESP confidentiality set to
NULL, however ESP integrity will still apply, as per RFC 3193 you cannot set both ESP confidentiality and

integrity to NULL, unless AH is used.


http://www.ietf.org/rfc/rfc3193.txt

Edit Dial-in Profile 2|x

Diakin Corstraints | IP | Mulilirk:
Authentication Encrypticn | Advanced

The following encryption levels are supported by servers running Microsaft
Fouting and Remaote Accesz. [F vou uge a different remote access server,
make zure the encryption levels pou select are supported by that software,

[f Mo encryption iz the only option selected, then users cannot connect by
L1zing data encryphion.

I~ Basic encryption [MPPE 40-bit}

[ Strong encryption [MPPE 56 bit]
¥ Strongest encreption [MPPE 128 bit)

™ Mo encivption

0k, I Cancel Spply

Figure32: IAS Active Directory Integrated - Edit Profile L2ZTP VPN Remote Access Policy:
The Encryption Tab

The Advanced tab of the Edit Dial-in Profile contains the Framed-Protocol and the Service-Type
attributes, see Figure33. Here we can set Microsoft's specific attribute Ignore-User-Dialin-Properties, to
disable the processing of dial-in properties for users' accounts for this remote access policy, see Figure34.
Please refer to Dial-in properties of a user account and to Accepting a connection attempt.


http://technet.microsoft.com/en-us/library/cc785162.aspx
http://technet.microsoft.com/en-us/library/cc738142.aspx

Edit Dial-in Profile 21|

Diakin Constraints | P | Multilink, |
Authentication I E nerypption Advanced

Specify additional connection attributes to be returned to the Bemote
Acrcess server

Attrbutes:
M ame | W endaor | W alue
Frarmed-Protocal RaDIUS Standard  PPP
Service-Type RabIUsS Standard  Framed

al | i

agd. | Edi. || Bemove |

()4 I Cancel Smply

Figure33: IAS Active Directory Integrated - Edit Profile L2ZTP VPN Remote Access Policy:
The Advanced Tab




Edit Dial-in Profile e

Diakin Constraints | [= | Mulilik:
Authentication I Enemypption Advanced

Specify additional connection attributes to be returned to the Remate
ArCcess server

Attributes:
I ame | “endaor | Y alue
Framed-Frotocol RADIUS Standard  PPP
Service-Type RaDIUS Standard  Framed
|gnore-U ser-Dialin-Froperties  Microzoft True

Boolean Attribute Information 7| x|

Aftribute name:

IIgnu:ure-Ll zer-Dialin-Properties

Attribute number:
|41 01

Alttribute farmat:

IBI:u:ulean

Select the attribute walue;

™ Falze

= a1 e
Figure34: IAS Active Directory Integrated - Edit Profile L2ZTP VPN Remote Access Policy:

The Advanced Tab - Ignore-User-Dialin-Properties Attribute

The second remote access policy is called PPTP VPN Policy, this time "crafted" for the group of users that
will use PPTP. As seen from Figure3S5, in the conditions to match area, I've added the Windows-Groups
attribute matching the PPTP VPN Users group, and the Tunnel-Type is set to Point-to-Point Tunneling
Protocol(PPTP).

The rest of the settings of this remote access policy are identical with the ones from the L2ZTP VPN Policy, so
I will not repeat them.



PPTP ¥PN Policy Properties i |

Settingz |

Specify the conditions that connection requests must match.

Palicy conditions:

MAS-Port-Type matches "irtual [WPH] AMD
indows-Groups matches "CARBON'WINDYPRTP WP Users” AND
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1| | i

sgd. | Ede. Remove |
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Edit Profile... |
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()4 I Cancel Amply

Figure35: IAS Active Directory Integrated - PPTP VPN Remote Access Policy

Going back to ISA, I've defined a test firewall policy, just to show you how easy is to configure granular
group-based access rules, while using RADIUS authentication, ISA a domain member, see Figure36.

Firewall Policy

0., - | rame | Ackion | Protocols | From J Listener | To | Condition

=25 allowLetev... () Alow L4 Dns ywPN Clients oA Internal % L2TP Group
[L"':“' FTP
[L"':“' HTTP
[L"':“' Micrasoft CIFS (...
L PG
[L"':“' ROP {Tetminal 5...
L1 554
L1 Telnet

= [#]e  AlowppTRy... (D Alow LDNs 3PN Clierks 9 Multi Server % PPTP Group
L PP
L, HrTP
[L“':E' Microsoft CIFS (...
L PG

Figure36: ISA - Group Based Access Rules for VPN Clients

The ISA set of users L2TP Group which corresponds to the Windows Active Directory group L2TP VPN
Users, see Figure37, is allowed to access certain protocols(firewall access rule 5), so in the end the users
who can only use L2TP/IPsec(dues to the RADIUS remote access policy) are allowed to access only certain
resources, which is what we wanted.



LZTP Group Properties i |

General zers |

Uszers:
Mamespace | Eroup | D'amain |
'ﬁ Windows LZTP VPN Users CARBONWIND
Add... | Bemoyve |

(] I Cancel Apply

Figure37: ISA Set of Users - L2TP Group

The ISA set of users PPTP Group which corresponds to the Windows Active Directory group PPTP VPN
Users, see Figure38, is allowed to access certain protocols and hosts located the Internal Network(firewall
access rule 6), so in the end the users who can only use PPTP(due to the RADIUS remote access policy) are
allowed to access only certain resources, which is what we wanted.



PPTP Group Properties 2 x|

General Users I

U zers:
M amespace | Group | D'amain |
2 windows PPTF VPN Users CARBOMWIMND
Add... | Hemaowve |

| ] 4 I Cancel Apply

Figure38: ISA Set of Users - PPTP Group

Actually we can get even more granularity. For example we can group the users belonging to the L2TP VPN
Users group into smaller different Active Directory groups which we can use for ISA's access rules granting
access to the resouces located behind it. Say a couple of users will belong to group AA, and another few
users will belong to group BB. Group AA can be allowed to use say RDP to an internal server and group BB
to use SSH to an internal server. Since members of both groups belong to the bigger L2TP VPN Users group,
they can only use L2TP due to the RADIUS remote access policy.

We can refine the access rules till the user-based level, without having to bind a specific user to a specific IP
address, IP address to use with our access rules to control access to internal resources, a feature which
represents a huge benefit from the administrative perspective.

To make a quick test, if we connect with the user John who belongs to the PPTP VPN Users group using the
PPTP protocol, user John will be granted access, see the IAS log from Figure39.



Ewvent |

D ate: B Source:  AS -+ |
Timne: 124756 Ak Categony: Mone

Type: Information Ewent |0: 1 + |
Uszer: [ P
Computer; LABTDC
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Uzer john wasz aranted access. -
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] I Cancel | Spply |

Figure39: IAS - User john was granted access

However, if we connect with the same user John who belongs to the PPTP VPN Users group using the L2TP/

IPsec protocol, user John will be denied access, see the IAS log from Figure40.

Ewvent |
D ate: 5 Source:  |AS
Time: Categorny: Mone
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Computer; LABTDC
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Client-Friendly-Mame = 154
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MAS-Port-Type = Yirtual

I—

NAS-Port = 21 |
Data: % Bytes O ‘wWords
0000: 00 00 00 00 =]

k. I Carnicel | Smply |

Figure40: IAS - User john was denied access




5. How do I specify that users from location X can use onlv PPTP and that users from location Y can
use only L.2TP/Psec and adjust the firewall access rules to control access to internal resources in
respect with the VPN protocol used by users and the location of these users ?

For example you have two locations, X and Y. From location X you want to allow only PPTP connections to
ISA, and from location Y you want to allow only L2TP/IPsec connections to ISA.

Furthermore, you've decided to group the VPN users from location X into a specific Active Directory group,
and to group the VPN users from location Y into another specific Active Directory group because the access
rules on ISA are defined based on Active Directory users and groups. You need that the PPTP group to
access certain resources, and the L2TP/IPsec group other resources over the VPN tunnel.

This is pretty easy to accomplish, grouping the already used tricks from above.

First we need the trick with the Empty Network on ISA, and the custom access rules for incoming VPN
remote access connections, see Figure41. You may add the desired IP addresses for location X and location
Y.

Doing so we will make sure that ISA will only allow L2TP/IPsec traffic from location Y and only PPTP
traffic from location X.

Firewall Policy
0, = | Mame | Ackion | Protocols | Fram | Listeney | To | Condition
=1 Allow L2TRIP... () Allow ﬂ_‘{_ IKE Client T4 Ext L2TP/IPse... <h.localHost % Al Users
L1 1Psec ESP
ﬂ_':“. IPsec MAT-T Client
ﬂ_',E LZTP Client
Ltz allow PRTRre... () Allow LI pRTR T ExtPPTP Allo... <% localHost M All Users

Figure41: ISA - Custom Access Rules

Next, we will use the RADIUS tricks for creating two remote access policies for PPTP and for L2TP/IPsec,
see Figure42 and Figure43.
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Figure42: IAS Active Directory Integrated - L2ZTP VPN Remote Access Policy
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Figure43: IAS Active Directory Integrated - PPTP VPN Remote Access Policy
Putting the pieces together:

- only L2TP/IPsec connections can be initiated from location Y(due to ISA firewall rules). Due to the
RADIUS remote access policies only the L2TP VPN Users Active Directory group can use L2TP. Also due
to firewall limitations, the L2TP VPN Users Active Directory group can access only certain resources, see
Figure44. So, indirectly due to the policies defined on the firewall and on the RADIUS server, users from
location Y can only access certain resources located behind ISA.

- only PPTP connections can be initiated from location X(due to ISA firewall rules). Due to the RADIUS
remote access policies only the PPTP VPN Users Active Directory group can use PPTP. Also due to firewall
limitations, the PPTP VPN Users Active Directory group can access only certain resources, see Figure44.
Again, indirectly due to the policies defined on the firewall and on the RADIUS server, users from

location Y can only access certain resources located behind ISA.

Firewall Policy

0., - | rame | Ackion | Protocols | From J Listener | To | Condition

= [#]5  alowizTPy... (Qalow L ons WPN Clients  -Inkernal % L2TP Group
L. FTP
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L1 Telnet
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Figure44: ISA - Group Based Access Rules for VPN Clients

As already said, actually we can get even more granularity. For example we can group the users belonging to
the L2TP VPN Users into smaller different Active Directory groups which we can use for ISA's access rules
allowing access to the resouces located behind it. So a couple of users will belong to group AA, and another
few users will belong to group BB. Group AA can be allowed to use say RDP to an internal server and group
BB to use SSH to an internal server. Since members of both groups belong to the bigger L2TP VPN Users
group, they can only use L2TP due to RADIUS remote access policies.

We can refine the access rules till the user-based level, without having to bind a specific user to a specific IP
address, IP address to use with our access rules to control access to internal resources, saving us a lot of
administrative overhead.



6. How do I specify that a group of users can only connect from location X and another group of users
can connect from any location ?

I saw this one on http://forums.isaserver.org/m 2002071818/mpage 1/key restrict
%2cvpn/tm.htm#2002071818.

It is doable. It's a little unclear what exactly Gatis wants to achieve.
If he wants a group of users from location X(external location) to use only PPTP and a group users from

anywhere(external locations) except location X to use L2TP/IPsec, we can use the combination of firewall
rules and RADIUS remote access policy, see Figure45, Figure46, Figure47 and Figure48.

Firewall Policy

I | Mame | Ackion | Protocols | From | Listener | To | Condition
=1 Allow L2TRIR... () Allow L IKE Client @ External b LlocalHost % Al Users
L1 tPsec ESP Y4 ExtPPTP ..

L1 tPsec MAT-T Client
L1 L2TP Client

Ltz Allow PPTR re... () Allow LLE PRTP Z4 ExtPPTP ... blocalHost % Al Users
Figure45: ISA Custom Access Rules
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@) Extemal
Edit...
Eemoyve
E xcephions:
A Ext PPTP Allowed Add...
Edit... |
Bemoye |

] I Carnicel | Smply |

Figure46: ISA Custom Inbound L2TP/IPsec remote Access Access Rule - Exceptions



http://forums.isaserver.org/m_2002071818/mpage_1/key_restrict%2Cvpn/tm.htm#2002071818
http://forums.isaserver.org/m_2002071818/mpage_1/key_restrict%2Cvpn/tm.htm#2002071818
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Figure47: IAS Active Directory Integrated - L2ZTP VPN Remote Access Policy
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{* Grant remote acoess permission

ak I Cancel Spply




Figure48: IAS Active Directory Integrated - PPTP VPN Remote Access Policy

The first access rule, Figure45, allows incoming L2TP/IPsec remote access connections from the External
Network with an exception, the location from which only PPTP connections are allowed. The RADIUS
policy from Figure47 allows only the L2TP VPN Users group to use L2TP.

The second access rule, Figure45, allows incoming PPTP remote access connections only from location X.
The RADIUS policy from Figure48 allows only the PPTP VPN Users group to use PPTP.

So if a user from location X wants to use L2TP/IPsec, he or she cannot due to the firewall rules, he or she
must use only PPTP. Due to the RADIUS remote access policies, he or she must be a member of the PPTP
VPN Users group. Access to the resources located behind ISA is controlled based on Active Directory group
to which the user belongs, see Figure49, so the user is limited to access the resources that the group to which
he or she belongs is allowed to access.

If a user from the any external place except location X will connect with L2TP/IPsec, he or she must be a
member of the L2TP VPN Users group due to the RADIUS remote access policies restriction which allow
only the users belonging to the L2TP VPN Users group to use L2TP. Again, access to the resources located
behind ISA is controlled based on Active Directory group to which the user belongs, see Figure49, so the
user is limited to access the resources that the group to which he or she belongs is allowed to access.

So indirectly we've managed to bind things together in this situation.

Firewall Policy

0, * | Marme | Ackion | Praotocols | Fram | Listener | To | Condikion

= [1]5  alowiztPy... (Dalow L Dns WPN Clients  i-Internal % L2TP Group
L FrP
L HrTP
L4 Micrasaft CIFS (...
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L.} ROP (Terminal 5...
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L4 Telnet
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Figure49: ISA - Group Based Access Rules for VPN Clients

Actually, as said before we can get even more granularity. For example we can group the users belonging to
the L2TP VPN Users into smaller different Active Directory groups which we can use for ISA's access rules
allowing access to the resouces located behind it. So a couple of users will belong to group AA, and another
users will belong to group BB. Group AA can be allowed to use say RDP to an internal server and group BB
to use SSH to connect to an internal server. Since members of both groups belong to the L2TP VPN Users
group, they can only use L2TP due to RADIUS remote access policies, and they can connect from anywhere
except from location X.

We can refine the access rules till the user-based level, without having to bind a specific user to a specific IP
address, IP address to use with our access rules to control access to internal resources.

However if Gant simply wants that only a certain group of users to connect to ISA only from from location
X(external location) using either PPTP or L2TP/IPsec, and another group of users to connect to ISA from



anywhere(external locations) PPTP or L2TP/IPsec, we cannot use the combination of firewall rules for
incoming VPN traffic and RADIUS remote access policies.

So we must bind together somehow the location with the group of users. We can do that on the RADIUS
server with remote access policies.

I've added in Active Directory two new groups, the VPN Users Location X group which will contain the
users from location X allowed to use VPN, see Figure50, and the VPN Users Location Anywhere group
which will contain the users allowed to use VPN from anywhere, see Figure51.

¥PM Users Location X Properties _?|_>

General I kembers I b ember O I bdanaged B_I,II

@ WPM Uzers Location &

Group name [prewindows 2000]; I‘»-’F"N I1zers Location #

D escription: I

E -mail: I

— Group scope Group upe
= Domain ol " Security
£ Global = Distribution

£ Universal

Motes:

-
[-
ak. I Cancel | Smply

Figure50: Active Directory - VPN Users Location X Group




PM Users Location Anywhere Properties 2 x|

General | b embers I bember O I banaged By I

ﬁ WPM Uzers Location drgmhere

Group name [pre-windows 2000]; I‘-.J'F'N I1zers Location Snywhere
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E -mail: I
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=
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Figure51: Active Directory - VPN Users Location Anywhere Group

As before following the wizard for VPN I've defined two remote access policies on the IAS, the
settings being based on this article: Force VPN clients to use strongest encryption, see FigureS2.
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FigureS2: IAS Active Directory Integrated - Remote Access Policies

And we will edit them.

The first remote access policy, VPN Policy Group Location X will apply to the group of users VPN Users
Location X that are allowed to connect from location X, see Figure53. As shown there, I've added a new
condition Calling-Station-Id, refer to Concepts for IAS. This parameter will allow us to bind a user or group

of users with a specific location.

For example let's say that location X uses the "public" subnet 192.168.220.0/24(one more time: in practice
this is *not* the private subnet from which VPN clients behind NAT devices will connect).

To know what to enter for the parameter Calling-Station-Id, we will take a look at Pattern matching syntax.

For example I've entered: (192\.168\.220\..%).


http://technet.microsoft.com/en-us/library/cc737419.aspx
http://technet.microsoft.com/en-us/library/cc778118.aspx
http://technet.microsoft.com/en-us/library/cc781783.aspx

If we need another subnet too, we can enter: (192\.168\.220\..%)|(192\.168\.250\..%*).
If all the VPN clients are behind a NAT device with one public IP address we can enter:
(192\.168\.220\.240).

If the NAT devices uses a pool of IP addresses for NAT-ing outbound connections, we can enter:
(192\.168\.220\.240)|(192\.168\.220\.241)|(192\.168\.220\.242).

¥PN Policy Group Location X Properties d A

Settings |

Specify the conditions that connection requests must match.

Palicy conditions:

MAS-Port-Type matches "Wirtual fPR] AND
whindows-Groups matches "CARE QMW NDWF’N I1zers Location ' AMD

:Calling-Station- |d matches 192" 1685,

al | i

agd. | Ed. Bemove |
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ak I Cancel Spply

Figure53: IAS Active Directory Integrated Remote Access Policy - VPN Policy Group Location X

The second remote access policy, VPN Policy Group Location Any will apply to the group of users VPN
Users Location Anywhere that are allowed to connect from any external location, see Figure54.
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Figure54: IAS Active Directory Integrated Remote Access Policy - VPN Policy Group Location Any

If we want the users from the VPN Users Location Anywhere group to connect from almost anywhere,
except say from Location X, we can simply add a new remote access policy which denies access to this
group when the connection is initiated from location X, see FigureS5s.

I've added a new remote access policy, VPN Policy Group Location Any Deny Location X, and place this
policy above the VPN Policy Group Location Any policy. The VPN Policy Group Location Any Deny
Location X policy denies access if a user from the VPN Users Location Anywhere group attempts to
establish a VPN connection from location X, see FigureS6.

The remote access policies are processed in order, so the VPN Policy Group Location Any Deny Location X
policy will be matched before the VPN Policy Group Location Any policy, denying the access from location
X as required.
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FigureS5: IAS Active Directory Integrated - Ordered Remote Access Policies
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Figure56: IAS Active Directory Integrated Remote Access Policy - VPN Policy Group Location Any
Deny Location X

Now, let's create some test group-based access rules on ISA for allowing access to resources for the VPN
clients.

On ISA T've added two sets of users see Figure57 and FigureS8.

The ISA set of users VPN Users Location X which corresponds to the Windows Active Directory group VPN
Users Location X, is allowed to access certain protocols and hosts located the Internal Network see Figure59
(firewall access rule 5), so in the end the users from location X are allowed to access only certain resources,
which is what we might want.

The ISA set of users VPN Users Location Anywhere which corresponds to the Windows Active

Directory group VPN Users Location Anywhere, is allowed to access certain protocols and hosts located the
Internal Network, see Figure59 (firewall access rule 6), so in the end the users from the "anywhere group"
are allowed to access only certain resources, which is what we might want.
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Figure57: ISA Set of Users - VPN Users Location X
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Figure58: ISA Set of Users - VPN Users Location X
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FigureS9: ISA - Group-Based Access Rules

And, we can group the users from the VPN Users Location X Active Directory group into smaller Active
Directory groups, say group AA and group BB, so that we can refine the group-based access rules on ISA.
Members from the group AA will be allowed to use RDP and the members from the group BB to use SSH.
Since the members of these both groups belong to the bigger group VPN Users Location X, they will not be
able to connect from another location.

Note that this method is not as efficient and secure as the one with firewall rules for incoming VPN remote
access connections, as with that approach the connections were not allowed right from the start. In this case,
for L2TP/IPsec, the IKE MM and QM negotiations take place, which means that a shared secret DH is
computed, and 3DES keys for ESP encryption are derived(system overhead). Then PPP authentication take
place. During this phase the RADIUS server will deny access(a failure message), thus after all these steps the
connections will be denied. In case of PPTP, the TCP connection is started, some PPP LCP negotiations take
place(GRE encapsulated packets), and again during the PPP authentication phase, the RADIUS server will
deny access(a failure message).

With the firewall approach the first IKE message from the client used to "start" the L2TP/IPsec connection
was denied, respectively the first TCP SYN packet from the client used to "start" the PPTP connection was
denied. Unfortunetely we can't apply the firewall approach for this situation.

Let's make some quick tests, connecting with user adrian, a member of the VPN Users Location X Active
Directory group. I will connect from an unallowed location, and the IAS will not grant access, note the wrong
Calling-Station-Identifier from Figure60.



Ewvent I

D ate: 1242742008 Source; |45 -+ |
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Figure60: IAS - Denied Access

If I will connect with the same user, from an allowed location, IAS will grant access, see the correct Calling-

Station-Identifier from Figure61.
Event I
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Timne: 4:21:20 AWM Category: Monhe
Type: Information Eswent [0 1
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Calling-Station-ldentifier = 192168, 220. 240

MAS-Port-Type = Wirtual

MNAS-Paort = 31
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Figure61: IAS - Allowed Access




7. How do I disable DES and Diffie-Hellman 768-bit MODP group 1 for L2TP/IPsec on the ISA VPN
server ?

So you may have had a pen test over your VPN server(ISA 2006 SE) and they came up saying that DH 768-
bit MODP Group 1 and DES are enabled for IKE MM(that's a pretty standard check). You've been assigned
the task to shrink the IKE protection suites.

Unfortunetely there is no simple way to do this(not one that I'm aware of).

For example for SSL and TLS, Microsoft has published a list of registry values that you can use to manage
the chiper suites for TLS and to disable for example SSL 2.0, please refer to How to Restrict the Use of
Certain Cryptographic Algorithms and Protocols in Schannel.dll.

I'm not saying that this an easy way to to that(as you may want to do it from a GUI), but there is a solution.
And Jason Jones has done a full tutorial on this subject in respect with ISA, please refer to Hardening SSL
Cipher Strength and SSL Protocol Support on ISA Servers.

I'm not, for the moment, aware of such similar document(s) specifying some reg values that can be used to
enable or disable DES for IKE(for the default L2TP/IPsec Windows policy).

The good news are that for Vista and Windows 2008 L2TP/IPsec connections, DES and DH 768-bit MODP
Group 1 are disabled by default.

So what are we going to do ?
First about what are they(pen testers) talking about ?
The default IPsec policy for L2TP is enabled on the VPN server(Windows 2003).

Let's analyze with netsh the available IKE MM protection suites, see Figure62.

The encryption and hash algorithms attributes determine which algorithm will be used for message
encryption and authentication, that is to protect messages 5 and 6 of MM(when the two peers authenticate
each other, providing identity protection), the QM messages and any IKE Informational messages sent after
IKE MM was established.

The DH group attribute specifies which DH group will be used for deriving a shared secret from which keys
for the symmetric encryption algorithm(like 3DES) will be derived. 3DES will be used to encrypt the above
mentioned messages. Also, if PFS is not enabled, the MM DH shared secret will be used to derive keys for
the symmetric encryption algorithm(like 3DES) used by [Psec ESP to provide confidentiality and integrity
for our data. So the stronger the DH group, the "better", for example DH 2048-bit MODP Group 14 matches
3DES' strength, rated at 112-bits of security. As a comparison, AES with 128-bit keys has 128-bits of
security, so we cannot derive keys at "full strength" using a DH MODP Group 14 for it.

Note that the hash function plays a role in the keys derivation process.

It looks that we need to disable the last two proposals from Figure62 (I've enabled the DH 2048-bit MODP
Group 14, please refer to KB 818043). The protection suites are processed from top to down, so the first one

is preffered by the VPN server.

Note the Lifetime which specifies how long the IKE SA will last. There is no QM limit per IKE SA.


http://support.microsoft.com/kb/818043
http://blog.msfirewall.org.uk/2008/10/hardening-ssl-cipher-strength-and-ssl.html
http://blog.msfirewall.org.uk/2008/10/hardening-ssl-cipher-strength-and-ssl.html
http://blog.msfirewall.org.uk/
http://support.microsoft.com/kb/245030
http://support.microsoft.com/kb/245030

C:xnetsh ipsec dynamic show mmpolicy all

IKE MM Policy Hame : L2TP Main Mode Policy
IKE Soft SA Lifetime : 2B88A secs

Encryption Integrity DH Lifetime (Kh:zecs?> QM Limit Per HMH

SHA1 B:28800
JDES SHA1 A:28800
3DES MD5 B:28800
DES SHA1 A:28800
DES MD5 B:288008

Figure62: Default L2TP Main Mode Policy

As said above, the IKE SA will be used to protect the IKE QM negotiations.

IKE QM is used to generate IPsec SAs, in our case we need to use ESP Transport Mode for protecting the
L2TP tunnel, ESP will provide both confidentiality and integrity.

As seen from Figure63, the default policy contains multiple protection suites. We don't need AH, as AH is
incompatible with NAT devices(behind which typically VPN clients connect), and, as just said, ESP will
provide both confidentiality and integrity.

For the best security we can afford, we will use ESP, 3DES as the symmetric encryption algorithm and SHA-
1 as the hash function. We cannot enable PFS for session keys(as you see it is disabled by default) because
the Windows VPN clients do not use PFS by default, if we do so we will endup being unable to complete the
QM negotiations. PFS for session keys enhances the security, because a new DH shared secret is derived
with each QM negotiation, so our data will be protected with keys derived from this new shared secret.

It's a good idea to disable DES here. The protection suites are processed from top to down, so the first one is
preffered by the VPN server, we're going to change the prefered one, as I want to use SHA-1 instead of
MDS.

Note the Lifetime which specifies how long the [Psec SA will last.
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Figure63: Default L2TP Quick Mode Policy

We're not done yet, not at all. For IKE MM we need to specify an authentication method, pre-shared keys
and/or certificates authentication(RSA digital signatures).

From Figure64(showing generic filters), we can see that this ISA is using both of them(I've added on ISA a
certificate that can be used for IKE authentication from an Enterprise CA).

Also, there are some MM filters that specify from/to which sources/destinations ISA will accept/start IKE
negotiations using the specified authentication methods and protection suites.



There is an inbound filter, ISA being a VPN server and an answering gateway(accepting IKE negotiation
from any source, as the location of the VPN clients is unknown in advanced, as they are mobile users), and
an outbound filter, ISA can act as a calling gateway. ISA's IP address is not specifically configured, as you
may enable the VPN server on multiple interfaces(say External and a anonynmous wireless DMZ).

So it looks like a general sort of policy. We don't need to touch these filters.

C:~>netsh ipsec dynamic show mmfilter all

Main Mode Filters: Generic

L2TPF Server Inbhound Filter

ALL

“Any IP Address> (A.A.0.8 )
<My IP Address> C255.255.255.255>

: DC=net, DC=carhonwind, CM=LahlCh
Exclude CA name : HO

Prezhared key

Security Methods H-
IDES/SHA1-/DH3 728800 QM1 imit =@
IDES-SHA1-DHZ ~2880R-QM1imit=A
IDES /MD5./DH2 /28800 -QM1imit =@
DES.~5HA1-DH1 28800 -QM1imit =@
DES #MD5./DH1 -28880.-QM1imit =@

L2TP Server Outhound Filter

ALL

£My IP Address> {255 255 255 255>
“Any IP Addres=z> <(A.0.0.8 )

Connection Type
Source Address
Destination Address
Authentication Methods
Root CA : DC=net, DC=carhonwind, CM=LahlCh
Exclude CA nam : HO

Prezhared key

Security Methods H-
IDES/SHA1-/DH3 728800 QM1 imit =@
IDES-SHA1-DHZ ~2880R-QM1imit=A
IDES /MD5./DH2 /28800 -QM1imit =@
DES.~5HA1-DH1 28800 -QM1imit =@
DES #MD5./DH1 -28880.-QM1imit =@

2 Generic Filterd{s)
Figure64: Default L2TP Main Mode Filters

And very very important, we need to closely take a look at the QM filters, see Figure65(showing generic
filters).

These filters say which traffic, from which source and destination needs to be protected.

We need to protect the L2TP tunnel, an UDP based implementation. L2TP uses UDP port 1701. However,
this aspect may vary, as specified in RFC 3193 (see 4.2. IKE Phase 2 Negotiations section). Also this is very
important from a compatibility point of view with various VPN clients, which may be kinda' restrictive.

We don't need to touch these filters.


http://www.ietf.org/rfc/rfc3193.txt

C:xnetsh ipsec dynamic show gmfilter all

Quick Mode Filters{Transport?: Generic

Connection Type
Source Address
Destination Address
Protocol

Source Address
Destination Address
Protocol

Mirrored

Quick Mode Policuy
Inbound Action
Outhound Action

Filter name
Connection Type
Source Address
Destination Address
Protocol

Hirrored

Quick Mode Policuy
Inhound Action
Outhound Action

Connection Type
Source Address
Destination Address
Protocol

Hirrored

Quick Mode Policwy
Inbound Action
Outhound Action

Filter name
Connection Tyupe
Source Address
Destination Address
Protocol

Mirrored

Quick Mode Policy
Inbound Action
Outhound Action

L Generic Filter(s>

L2TPF Server Filterd

ALL

<Any IPF Address> <A.B.8.0 >

<My IPF Address> (255255 _255 255>
Dest Port:

uDp Src Port: A

yes
L2TF Optional Encryption Quick Mode
Megotiate
Megotiate

L2TF Server Inbound Filter

ALL

“Any IP Addres=> (A.0.0.0 b

<My IP Address> (255 .255_255_ 255>
Dest Port:

uDp Src Port: 1781

no

L2TPF Optional Encryption Quick Mode
Megotiate

Megotiate

L2TPF Server Inhound Filter

ALL

<Any IP Addresz=> <(A.@0.8.8

tMy IPF Addwreszsz> (255255 255 _255>
Dezt Port:

unp Src Port: 1781

no
L2TPF Optional Encryption Quick Mode
Megotiate
Megotiate

L2TP Server Outhound Filter

ALL

“My IP Address> (255.255.255 255>
“Any IP Address> (A.A.A.0 >
uDp Src Port: 1781 Dest Port:

no
L2TF Optional Encryption Quick Mode
Megotiate
Megotiate

L2TF Server Outhound Filter

ALL

<My IP Address> 255255255 255>
<Any IP Address> <(B.0.8.8 p
uDp Src Port: A Dest Port:

no

L2TF Optional Encryption Quick Mode
Megotiate

Megotiate

Figure65: Default L2TP Quick Mode Filters

So we need to edit some of these settings. We can use the netsh commands for this. However, our
modifications will not stick, they will not be preserved through reboots for example. So we will endup with
the default chipers. We might create a script to "keep an eye" on the protection suites, and "adjust" them. But
this not quite "ideal", unless assuming you're good at scripting and you can accomplish this task.

Another way of doing this is to disable the default IPsec policy for L2TP and create our own IPsec policy to
match the needed changes on the default policy. We know from above how the default policy looks like.

We can disable the default IPsec policy used to protect the L2TP tunnels by setting the ProhibitlpSec registry
value set to 1. After we do that and reboot ISA, the L2TP tunnels will be established in clear, that is, not


http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/regentry/87671.mspx?mfr=true

protected by IPsec. You may want to make sure the VPN server is unreacheable from the external network
untill you create, enable and test the custom IPsec policy.

So let's proceed(before you may like to read Microsoft's KB 240262 How to configure an L2TP/IPSec
connection by using Preshared Key Authentication and maybe this old doc Description of the IPSec policy
created for L2TP/IPSec).

Do it enterly on your own risk and pleasure(I don't know what's Microsoft position on doing this on the ISA
Server).

Note that this is a very sensible aspect, if you do not configure correctly the custom IPsec policy, in the best
case you will block the creating of L2TP/IPsec connections or block other traffic, while in the worst case you
will create security breaches by lefting certain traffic unprotected. You will need to double check and double
test your final custom IPsec policy.

I've disabled the default IPsec policy used to protect the L2TP tunnels.

From the Administrative Tools menu, launch the Local Security Policy tool.
Right-click IP Security Policies on Local Machine, click Create IP Security Policy, see Figure66.

'Hi Local Security Settings

File  Action Wiew  Help

o OmBER @E &5

@ Security Settings Mame £
-8 Account Policies

-8 Local Policies
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[ Software Restriction Policies
,g IP Security Policies on Local Comp

B Server (Request Security)
B Client {Respond Cnlky)
B Secure Server (Reguire Securit

Create IP Security Palicy. ..
Manage IP Filker lists and filter actions. ..

Figure66: Create A New IP Security Policy

Click Next on the welcome screen, see Figure67.


http://support.microsoft.com/kb/248750
http://support.microsoft.com/kb/248750
http://support.microsoft.com/kb/240262
http://support.microsoft.com/kb/240262

IP Security Policy Wizard ed |

N Welcome to the IP Security Policy
g Wizard
-

Thiz wizard helps you create an [P Security policy. vou will
gpecify the level of zecurity to uze when communicating with
zpecific computers or graups of computers [subnetz), and for
particular P traffic bypes.

To continue, chick Mest,

< Back

Cancel |

Figure67: IP Security Policy Wizard - Welcome

Enter a suggestive name on the IP Security Policy Name window and click Next, see Figure68.

IP Secunty Policy Hame *
Mame thiz IF Secunty policy and provide a brief description
-

I arne:
by L2TPAIPzec Policy

Descrption:

< Back I Hest = I Cancel

Figure68: IP Security Policy Wizard - Policy Name

On the Requests for Secure Communication window, clear the Activate the default response rule
checkbox and click Next, see Figure69.



IP Security Policy Wizard el A

Requests for Secure Communication B
Specify how thiz policy responds to requests for secure communication.,
-

T he default responze rule responds to remote computers that request security, when no
other ule appliez. To communicate securely, the computer must rezpond to requests for
gECUIE Communication,

[ ifactivate the default responze e, |

< Back I Hest = I Cancel

Figure69: IP Security Policy Wizard - Requests for Secure Communication

Make sure the Edit Properties checkbox is selected on the Completing the IP Security Policy Wizard
window and click Finish, see Figure70.

IP Security Policy Wizard 2=

n Completing the IP Security Policy
a Wizard
g

You have successfully completed specifving the properties
fior pour new [P Security palicy.

To edit your [P Security policy fow, select the Edit properties
check box, and then click Finizh.

To cloge thiz wizard, click Finizh.

¢ Back I Finizh I Cancel

Figure70: IP Security Policy Wizard - Completing the IP Security Policy Wizard

On the new window click Add on the Rules tab, see Figure71. Do not check the Use Add Wizard
checkbox.



My LZTP/IPsec Policy Properties 2=

Rules | Gereral I
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4| | 1
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Figure71: Edit My L2TP/IPsec Policy - Add an IP Security Rule

On the New Rule Properties window, on the IP Filter List tab, click Add, see Figure72.

21x]
Authentication Methodz | Tunnel Setting I Connection Type
IF Filter List | Filter Action
= The selected [P filter list specifies which netwark traffic will be
=, affected by this rule.
IP Filter Lists:
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O Al ICHP Traffic tatches all ICMP packetz betw...
2 Al IP Traffic tatches all [P packets from thiz ..
tgd. || Ede. | {THemove

0k, I Cancel | Apply




Figure72: Edit My L2TP/IPsec Policy - New Rule Properties: IP Filter tab - Add An IP Filter List

Enter a suggestive name for this IP Filter List and click Add, see Figure73. Now we will add one by one
the QM filters that will dictate what traffic needs to be protected by IPsec, remember from Figure65 that
there were five of them. Do not check the Use Add Wizard checkbox.

-+ A P filker ligt iz compozed of multiple filkers. 1n thiz way, multiple subnets, [P
i: addrezzes and protocol: can be combined into one [P filker.
M amne:

My L2TPAPSec [P Filker List

Dezcription: Add... |

=] Edi... |

;I Bernove |

I Filters: [T Usze &dd wizard
tirrored | D'escription | Pratocol | Source Part | D eztination
1 | |

k. I Cancel |
v

Figure73: Edit My L2TP/IPsec Policy - Add My L2TP/IPsec IP FilterJList

To get the filters in the order listed by the netsh command in Figure65, we will start adding the last filter
from that printscreen, giving it a suggestive description, see Figure74(Addresses tab), Figure75(Protocol
tab) and Figure76(Description tab).

Leave in the Addresses tab, as ISA's address the "My IP Address" option, just as in the default policy, as if
you have multiple IP addresses on ISA's external NIC or enable the VPN server on multiple interfaces you
might get into troubles if you only specify one IP address, that is, only L2TP traffic to and from this IP
address will be protected by IPsec(unless you firewall the other IP addresses by the trick described before in
this article to drop unwanted packets).



IP Filter Properties ilil

Addreszes | F'ru:-tu:u:u:ull Descriptiu:unl

~ Source address;
| My IP Address =]

— Destination address:
A |P Address j

[ Mimored. Match packets with the exact opposite zounce and destinatior
addresses.

(] 4 I Cancel |

Figure74: Edit My L2TP/IPsec Policy - Add the first My L2TP Server Outbound Filter: Addresses

IP Filter Properties ed

fddreszes  Protocal | Descriptinnl

Select a protocol type:

|uop =l

I &

— Set the P protocol port:
% From any port
™ From this port;

" To any port

% To thiz port:
|1 701

] I Cancel

Figure75: Edit My L2TP/IPsec Policy - Add the first My L2TP Server Outbound Filter: Protocol




IP Filter Properties d |

.ﬁ.ddressesl Protocol  Description I

Specify a name aor brief description far the [P filker.

Dezcription:
by L2TP Server Outbaund Filker ﬂ

] I Cancel |

Figure76: Edit My L2TP/IPsec Policy - Add the first My L2TP Server Outbound Filter: Description

Add the second filter from down to top from Figure65, see Figure77(Addresses tab), Figure78(Protocol
tab) and Figure79(Description tab).

TP Filter Properties ili'

Addresses | Protacol | Description |

— Source address:

[ My 1P Address =l

— Destination address:
Ay P Address j

[~ Mimored. Match packets with the exact opposite sournce and destination
addrezzes.

] I Cancel




Figure77: Edit My L2TP/IPsec Policy - Add the second My L2TP Server Outbound Filter: Addresses

IP Filter Properties 21x|

Addresses  Protocol I Descriptiunl

Select a protocol bype;

|upp |

I =

~ Set the IP protocal paork:
™ From any port
= From this port;
|1 701

i~ To any port
% Tothis port;
|1 701

(] I Cancel |

Figure78: Edit My L2TP/IPsec Policy - Add the second My L2TP Server Outbound Filter: Protocol

IP Filter Properties 2x

.ﬂ.ddressesl Pratocal  Description |

Specify a name aor brief description far the [P filter.

Dezcription:
by L2TP Server Outbound Filker ;I

Ok, I Cancel

Figure79: Edit My L2TP/IPsec Policy - Add the second My L2TP Server Outbound Filter: Description




Add the third filter from down to top from Figure65, see Figure80(Addresses tab), Figure81(Protocol tab)
and Figure82(Description tab).

IP Filter Properties 2

Addreszes | P'ru:utu:u:u:ull Descriptiu:unl

~ Source address;
I.-“-‘-.n_l,l IP Address j

— Destination addrezs:

My IP Address |

[ Mimared. Match packets with the exact opposite zource and destinatior
addresses.

] I Cancel |

Figure80: Edit My L2TP/IPsec Policy - Add the first My L2TP Server Inbound Filter: Addresses

IP Filter Properties 2l

fddreszes  Protocal | Descriptinnl

Select a protocol type:

|uDP |

3

— Set the P protocol port:
™ From any port
' From this port;
|1 701

% To any port
i~ Taothiz port:

] I Cancel




Figure81: Edit My L2TP/IPsec Policy - Add the first My L2TP Server Inbound Filter: Protocol

IP Filter Properties d A

.ﬁ.ddressesl Protocol  Description I

Specity a name or brief dezcnption for the |P filker.

Deszcription:

by L2TP Server Inbound Filker ;I

(] I Cancel |

Figure82: Edit My L2TP/IPsec Policy - Add the first My L2TP Server Inbound Filter: Description

Add the fourth filter from down to top from Figure65, see Figure83(Addresses tab), Figure84(Protocol
tab) and Figure85(Description tab).



IP Filter Properties 21|

Addreszes | Protocol | Description |

—Source address:
I.-’-'-.n_l.l IF Address j

— Destination addrezs:

My IP Address =]

[ Mimored. Match packets with the exact opposite zource and destinatior
addreszes.

s I Cancel |

Figure83: Edit My L2TP/IPsec Policy - Add the second My L2TP Server Inbound Filter: Addresses

IP Filter Properties 2 x|

fddreszes  Protocal | Descriptinnl

Select a protocol type:

|uDP =l

EE—

— Set the P protocol port:
™ From any port
' From this port;
|1 701

i~ Toany port
¥ Tothis port:
|1 701

k. I Cancel

Figure84: Edit My L2TP/IPsec Policy - Add the second My L2TP Server Inbound Filter: Protocol




IP Filter Properties 2=

.ﬁ.ddressesl Pratocol  Descriphion I

Specify a name ar brief description far the [P filter.

Dezcription:
by LZTF Server Inbound Filker ;I

(] 4 I Cancel |

Figure85: Edit My L2TP/IPsec Policy - Add the second My L2TP Server Inbound Filter: Description

Add the last filter from down to top from Figure65, see Figure86(Addresses tab), Figure87(Protocol tab)
and Figure88(Description tab).

IP Filter Properties ili'

Addresses | F'n:uh:u:l:nll Descriptiunl

—Source address:
I.-’-'-.n_l.l IF Address j

— Destination address:

¥ Mimored. Match packets with the exact opposite sounce and destination
addrezzes.

k. I Cancel




Figure86: Edit My L2TP/IPsec Policy - Add the My L2TP Server Filterl: Addresses

IP Filter Propetties d |

Addresses  Protocol I Desu:riptiu:unl

Select a protocal bpe:

|uoP |

I =

—Set the P pratacal pork:
% From any port
™ From this port;

i~ Tao any port

% Tothiz port;
|1 701

] I Cancel |

Figure87: Edit My L2TP/IPsec Policy - Add the My L2TP Server Filter1: Protocol

IP Filter Properties d

.ﬁ.ddressesl Protocol  Description I

Specity a name or brief dezcrption for the [P filker.

Deszcription:

My L2ZTP Server Filterl ;l

()% I Cancel

Figure88: Edit My L2TP/IPsec Policy - Add the My L2TP Server Filter1: Description




So now we're done entering all the five filters, see Figure89. Click OK to close this window.

= A IP filker ligt iz compozed of mulkiple filkers. 1n thiz way, multiple subnets, [P
=+ addrezzes and protocols can be combined into one [P filter.

I

Marme:
by L2TPAPzec IP Filker List

Dezcription: A
=] Edi... |
LI Bemove |
IP Filters: [ Use Add‘wizard
tirrored | Dezcription | Protocol | Source Port | Deztination
Mo My L2TF Server 0...  LIDP AMY 1701
Mo by L2TP Server 0., UDP 1701 1701
Mo by L2TP Serverin...  UDP 1701 AMY
Mo by L2TP ServerIn..  UDP 170 17
ez by L2TP Server Fi...  UDP AMY 17
< | I

k. I Cancel |
“

Figure89: Edit My L2TP/IPsec Policy - My L2TP/IPsec IP Filter List -Completed

Coming back on the New Rule Properties window, on the IP Filter List tab, we will select our newly
created custom IP Filter List, see Figure90.

Mew Rule Properties ed

Authentication Methods | Tunnel Setting I Connection Type
IP Filter List | Filter Action
= The selected IP filter list specifies which netwark traffic will be
=, affected by thiz rule.

IF Filter Listz:
M ame | D escription |
2 All ICMP Traffic Matches all ICMP packets betw.
O AP Traffic Matches all IP packets from thiz ...

L0}y L2TPAPzec IP Filter List

tgd. | Edt. | Remove |

Cloze LCancel Apply
| |

Figure90: Edit My L2TP/IPsec Policy - New Rule Properties: IP Filter List tab




On the New Rule Properties window, click the Filter Action tab, see Figure91. Click the Add buton, make
sure the Use Add Wizard checkbox is not selected.

Mew Rule Properties ed

Authentication Methods I Tunnel Setting | Connection Type |
IP Filter Lizt Filter Action
The selected filker action zpecifies whether thiz rule negatiates
for secure network. traffic, and how it will secure the traffic.
Eilter Actions:

M ame | D ezcription |

{2 Pemit Permit uhzecured |P packets to ..

{2 Request Security [Jptional] Arncepts unsecured cammunicat...

) Require Security Acceptz unsecured communicat. ..

Add... | Edit... | ...... E emove | ™ Use Add'wizard

Cloze I Cancel | Apply |

Figure91: Edit My L2TP/IPsec Policy - New Rule Properties: Filter Action tab

On the New Filter Action Properties window, on the Security Methods tab, select Negotiate Security,
remove any Security Methods(if any) and click the Add button, see Figure92.



Mew Filter Action Properties 2 x|

Security Methods | Generall

i~ Permit

™ Elock

{* Meqgotiate security:

Security method preference order:

Type | &HIntegity | ESP Confidential.. | ES

Edit... |
Eemove |

favee up |
1] | | P dawr |

[T Accept unsecured communication, but always respond using IPSec

™ Allow unsecured communication with non-PSec-aware computers

[T Wze session key perfect fanward zecrecy [PES]

O Cancel Apply
Figure92: Edit My L2TP/IPsec Policy - New Filter Action Properties: Security Methods tab

On the New Security Method window select Custom and click the Settings... button.

Put a checkmark into the Data integrity and encryption(ESP) checkbox -remember that we wanted this
type of protection for our L2TP tunnels-, select SHA-1, 3DES.

In the Session key settings area, check the Generate a new key every checkboxes and enter 250000 Kbytes
and 3600 seconds, see Figure93.

As you have noted we've defined the protection suite to be negotiated during IKE QM for our L2TP tunnels.
Click OK to add this custom security method.



New Security Metho el [ |
. I Prlirw Assinn
Szl bislizd I Custom Security Method Settings d A

" Intggrity and & Specify the settings for this cuzstom securnity method.

E:I.tnaﬂglfliletf o [ Data and address integrity without encryption [4H]

rtearity alaarithnm

™ [ntegrity anly
Data will be IMD5 j
encrpted, ¥ Data integrity and encryption [ESF);
& Custom Integrity algarnthm:
. SHAT hd
Settings... I J
— Encreption algorithm:

|3DES =l

Seszion key settings:

¥ Generate a new key even: ¥ Generate a new key eveny:

IEEEIEIEIEI I
Ebutes =600 geconds

k. I Cancel

Figure93: Edit My L2TP/IPsec Policy - New Security Method: Add a Custom Security Method

On the New Filter Action Properties window, on the Security Methods tab we can see the custom security
method we've added, Figure94. Leave unchecked the three checkboxes found in the lower section of the
New Filter Action Properties window.

Note the PFS options for session keys. Remember, as tempted as may be, we cannot use this setting, as by
default Windows VPN clients do not support it. Unless you define custom IPsec policies too on the VPN
clients, do not check this checkbox.



E

Mew Filter Action Properties El

Security Methods | Generall

i~ Permit
™ Elock
@+ Negohate securiy:
Security method preference order:
Type | &HIntegity | ESP Confidential.. | ES Add...
Cuztomn <Mones JDES SH
Edit... |
Bemove |
fave up |
1] | o Ficve dowr |
[T Accept unsecured communication, but always respond using IPSec
[™ Allow unsecured communication with non PSec-aware computers
[T Use session key perfect forward secrecy [PFS)

ok, I Cancel Apply

Figure94: Edit My L2TP/IPsec Policy - New Filter Action Properties: Security Methods tab - Added
Custom Security Method

On the New Filter Action Properties window, click the General Methods tab and enter a suggestive name
for the New Filter Action, see Figure95. Click OK to close the New Filter Action Properties window.



ew Filter Action Properties ed |

Secuity Methods  General |

Specify a hame and detailed description far the filker actian.

Marme:
by L2TPAAPzec Filter Action

Dezcription:

[
| F, I Cancel | Apply |

Figure95: Edit My L2TP/IPsec Policy - New Filter Action Properties: General tab - Enter A Name

On the New Rule Properties window, on the New Filter Action tab, select the newly created Filter Action,
see Figure96.



MNew Rule Properties i |

Authentication Methodz I Tunnel Setting | Connection Tepe |
IF Filker Lizt Filter Action

The zelected filter action specifiez whether this rule negohiates
for secure network traffic, and how it will secure the traffic.

Filter Actions:
Marne Description |
O] by L2TP/IPzec Filter Action
) Permit Permit unzecured IP packetsz to ...
() Request Securty [Optional| Acceptz ungecured communicat. ..
) Require Security Acceptz unsecured communicat...
Add... | Edit... | Bemove | ™ Use Add wWizard

Cloze Canzel Apply
| |

Figure96: Edit My L2TP/IPsec Policy - New Rule Properties: Filter Action tab - Newly Added Filter
Action

On the New Rule Properties window, on the Connection Type tab, select All network connections,
see Figure97.



New Rule Properties d |

P Filter List | Filter Action |
Authentication Methods I Tunnel Setting Connection Type

- Thiz rule only applies to network traffic over connections of
i the zelected type.

% &l pebwork connections

™ Local area nebwork [LAM]

" Bemote access

Cloze I Lancel Apply

Figure97: Edit My L2TP/IPsec Policy - New Rule Properties: Connection Type tab

On the New Rule Properties window, on the Tunnel Settings tab, select This rule does not specify an
IPsec tunnel, as we are not using [Psec tunnel mode, see Figure98.



New Rule Properties d |

IP Filter List | Filter Action
Authentication Methods Tunrel Setting | Connection Type

The tunnel endpoint iz the tunneling computer clozest to the
|P traffic deztination, as specified by the azsaciated [P filter
list. It takes two wles to describe an IPSec tunnel.

iyl

¥ Thiz rule does not specify an IPSec tunnel

£ The tunrel endpaint iz specified by thiz |P address;
0o .0 .0 .0

Cloze I Lancel Apply

Figure98: Edit My L2TP/IPsec Policy - New Rule Properties: Tunnel Settings tab

On the New Rule Properties window, on the Authentication Methods tab, I've added two authentication
methods for IKE MM, with certificates and with a pre-shared key, see Figure99.

Use the pre-shared key only for testing. If you do not need it, remove it from this policy. Remember that the
pre-shared key entered on ISA's GUI for the VPN clients does not matter anymore, if you want to use a pre-
shared key, you need to enter it here.

For the IKE authentication with certificates I've specified that a certificate from my Enterprise CA to be used,
see Figurel00. It appears that the Windows 2003 API or so is unable to be manually configured(from GUI or
CLI) to use a specific certificate for IKE authentication. Please refer to this Microsoft article Public Key
Certificate, section IKE certificate selection process.

The authentication methods are processed from top to down, so the authentication method with certificates is
prefered.


http://technet.microsoft.com/en-us/library/cc737812.aspx
http://technet.microsoft.com/en-us/library/cc737812.aspx

ew Rule Properties ed

I Filter List | Filter Action
Authentication Methods | Turnel Setting I Connection Type

Authentication methodz specify how trugt iz established
i between computers. These autherjtiu_:atiun me_thu:u:l_s are
= = offered and accepted when negohiating secunty with another
compter.

Authentication method preference order:

Method | Detais | bgd.. |
Certification authority DC=net, DC=carborwi... i
Preshared key 12345 Edit...

Bemove

hove up

il

Move down

| k. I Cancel Spply

Figure99: Edit My L2TP/IPsec Policy - New Rule Properties: Authentication Methods tab - Two
Authentication Methods Added

Note from Figurel00 that there is an option, Exclude the CA name from the certificate request, this
option is disabled on the default policy. The VPN server requests a certificate from the client during IKE
authentication with certificates, and specifies which CA has issued this certificate. By default on ISA, if
multiple certificates from different CAs can be used for IKE authentication, ISA will ask the client to provide
a cerytificate issued by one of this CAs. Some may feel, that if a private CA is used, certain information may
leak, so they may enable the Exclude the CA name from the certificate request option. Doing that indeed
they may enhance security, however, they may also introduce certain issues, for example the VPN client may
have multiple certificates from different CAs that can be used for IKE authentication(say if the VPN client
belongs to one of your business partners, as they may have their own private CA) and this L2TP/IPsec VPN
client cannot be configured with which certificate to use when connecting to a certain L2TP/IPsec server(the
case of the Windows L2TP/IPsec VPN clients) or some L2TP/IPsec VPN clients might not respond to a
certificate request that does not include a CA name(Windows L2TP/IPsec VPN clients do respond to such a
request).

Click OK to close the Edit Authentication Method Property window.



Edit Authentication Method Properties 7] x|

Authentication kethod |

The authentication method specifies how tust i established
== between the computers.

™ Active Directory default [Kerberos W5 protocol]

* Use a certificate from this certification authority (T4

IDI:=net, DC=carborwind, CH=LabCa Browse. .. |

[T Exclude the T name from the certificate request

[ Enable cerlifizate to account mapping

" Use this string [preshared key]:

=
k. I Cancel |

Figurel100: Edit My L2TP/IPsec Policy - New Rule Properties: Authentication Methods tab - Add an
Authentication Method: Use a certificate from this CA

Click OK to close the New Rule Properties window, and on the Rules tab select the newly created rule, see
Figurel01.



My L2TP/IPsec Policy Properties d |

Rules | General I

Security rules for communicating with ather computers
IF Security rules:
| IP Filter List | Filter Action | Authentication. . | Tu
by L2TPAPzec ... My L2TP/IPzec Fite... Certificate, Pre... Mc
O <Dunamic: Default Aezponge K.erberoz <M
1| | )
Add... Edit... | Bemove | ™ Use Add Wizard
] | Cancel | Apply |

Figurel101: Edit My L2TP/IPsec Policy - Rules tab: Newly Added Rule
We're not done yet. We need to enter the protection suites for IKE MM.

On the My L2TP/IPsec Policy Properties window, select the General tab, and click the Settings... button,
see Figure102.



y L2TP/IPsec Policy Properties ed |

Fules General |

|F Security policy general properties

Mame:

IMy L2TPAPzac Palicy

Dezcrption:

LCheck for policy changes eveny:

I1 a0 minute[z]

Perform key exchange uzing additional zettings:

Settings...

k. I Cancel Apply

Figurel102: Edit My L2TP/IPsec Policy - General tab

The Key Exchange Settings window appears, see Figure103.

Leave unchecked the Master key perfect forward secrecy (PFS) checkbox.

The Authenticate and generate a new key after every text boxes are correct, 480 minutes equals 28800
seconds(the IKE SA lifetime from the default MM policy).

Click the Methods... button.



¥ L2TP/IPsec Pol i

Pules General I

Key Exchange Settings 7] x|

[ Master key perfect forward secrecy [PFS]

Authenticate and generate a new key after eveny:

480

minukes

Authenticate and generate a new key after eveny:

I':' zeszionz)

Pratect identities with [KE zecurity methads:

Internet Kew Exchanage [[EE] far Windaows =P and the *Windows Server
2003 Farmily.

Jointly developed by Microzaoft and Cizco Systems, Iho.

k. Cancel

Figure103: Edit My L2TP/IPsec Policy - General tab: Key Exchange Settings

On the Key Exchange Security Methods window, remove the default Security Methods(if any) and click
the Add button, then add the two security methods specified in Figure104 and Figurel0S5.

The first method specifies a high security protection suite, due to the stronger DH group. For example
Windows Vista L2TP/IPsec VPN clients by default can use this stronger group. For compatibility reasons
I've added the second security method(for example I did not notice that the Mac OS X L2TP/IPsec VPN
client is capable of using this group), if you don't need it, as you are really sure that all of your L2TP/IPsec
VPN clients or VPN gateways are capable of using the stronger DH group, you may remove the second
security method.

Pratect identitiez during authentication with these security
o methods.

Secunty method preference order:

Type | E nemptian | [Hteqrity | L Add...
X X Edit...
IKE Security Algorithms 7| x|

Integrity algorithm: Bemoyve

I SHAT j fawe up
Encroption algarithm:

1
— |aDES =l

Diffie-Hellmar grovp:

[ELE

fmwe down

High [20483]

1]4 I Cancel | | Cancel

F_igure104: Edit My L2TP/IPsec Policy - Key Exchange Security Methods - Add the first Security




Method

Key Exchange Security M X

Pratect identities duning authentication with these security
o methodz.

Security methad preference order:

Type | Enciption | |Rtegrity | L Add...
IkE aDES SHA1 k

Edit...
IKE Security Algorithms 7| x| =

Hemave

Integrity algarithm:

[5Ha1 =] Move up

Encroption algarithm; J
|30ES =l

Diffie-Hellman group:

oK | _cocd || | Coredd |

Figurel05: Edit My L2TP/IPsec Policy - Key Exchange Security Methods - Add the second Security
Method

ELE

f e down

tedium [2]

Figure106 shows the added security methods. They are processed from top to down, so the stronger suite(the
one with DH 2048) is prefered.

My LZTP,/IPsec Policy Prop )

Key Exchange Security Methods el

Frotect identities during authentication with these zecurity

ane methods.

Security method preference order;

I:nn:r_l,lptinn | [ntegrity | Diffie-Helmarn ... |

DES SHa1 High [2048)

DES SHa1 edium [2] Edit... |
Hemowve |
fowe up |

4] | »] tave davn |

] | Cancel

] Caricel | Apply
Figurel06: Edit My L2TP/IPsec Policy - Key Exchange Security Methods - Added Key Security



Methods

Click OK to close the Key Exchange Security Methods window.
Click OK to close the My L2TP/IPsec Policy Properties window.

And we've created our custom IPsec policy to protect the L2TP tunnels.

Time to assign this custom I[Psec policy. Right-click it and click Assign, see Figurel07.

jii Local Security Settings

File  Action Wew Help

-0 BEXFR @22 23 14

@ Security Settings
-8 Account Policies
{E Local Policies
I:l Public ey Policies
I:l Software Restriction Policies
@ IP Security Policies on Local Compuker

Mame £

E Server (Request Security)
Client (Respand Only)

B Secure Server (Require Secu

all Tasks r

Figurel07: Local Security Settings - Assign The Newly Created IPsec Policy

Once it was assigned, see Figurel08, we can use the netsh commands to analyze it and compare it with the
default one.

'iti Local Security Settings

File  Action Mew Help

- Am PR @0 2

@ Security Settings

-8 Account Policies

@ Local Policies

I:l Public ey Policies

I:l Software Restriction Policies

MName £

&1 Server (Request Security)

&1 Client (Respond Only)

B Secure Server (Require Security)
Ed My L2TR ) IPsec Policy

,g IP Security Policies on Local Compuker
Figurel108: Local Security Settings - The Newly Created IPsec Policy Was Assigned

Let's analyze the newly created MM and QM policies and generic filters, see Figure109(Custom L2TP Main
Mode Policy), Figurel110(Custom L2TP Quick Mode Policy), Figurel11(Custom L2TP Main Mode Filters)
and Figurel12(Custom L2TP Quick Mode Filters).

Don't forget to compare them side-by-side with the ones from Figure62(Default L2ZTP Main Mode Policy),
Figure63(Default L2TP Quick Mode Policy), Figure64(Default L2TP Main Mode Filters) and
Figure64(Default L2TP Quick Mode Filters).

C:srnetsh ipsec dynamic show mmpolicy all

IKE MM Policy Hame
IKE Soft SA Lifetime

H
: 288088 secs

Encryption Integrity DH Lifetime (Kh:zecs?> QM Limit Per MM

SHA1 2848 B:28800@
3JDES SHA1 P B:2880804

Figure109: Custom L2TP Main Mode Policy




C:x>netsh ipsec dynamic show gmpolicy all

QM Hegotiation Policy Hame : My L2TP-IPsec Filter Action

Security Methods Lifetime <Kb:secs> FFS DH Group
ESPI3DEE . SHAL] 250008: 3600 {Unassigned>
Figurel110: Custom L2TP Quick Mode Policy

C:wrnetsh ipsec dynamic show mmfilter all

Main Mode Filters: Generic

Filter name My LZTP Server Inbhound Filter
Connection Type ALL
Source Address “Any IP Addresz=z> (A.0.0.8 >
Destination Address My IP Address> 255 255 255 255>
Authentication Methods
Root CA : DC=net, DC=carbonwind. CH=LablCAH
Certmapping enahled : NO
Exclude CA name : NO

Prezhared key

Security Methods s
IDES/SHA1-DH3 728800 QM1 imit =0
IDES-SHA1-DHZ -2880A-QM1imit =8

My LZTP Server Outhound Filter

ALL

tMy IF Addreszs> (255 255255 _255)
>

“Any IP Addres=s> (A.0.8.8
Authentication Methods

Root CA DC=net, DC=carbonwind, CH=LahlCA
Certmapping enahled : NO
Exclude CA name : HO

Filter name
Connection Type
Source Address
Destination Address

Prezhared key

Security Methods : 2
IDESASHA1-DH3.728800.-GH1imit =8
IDES-SHA1-DHZ-2880A-QM1imit =8

2 Generic Filterd(s>)
Figurelll: Custom L2TP Main Mode Filters




C:s»rnetsh ipsec dynamic show gmfilter all

Quick Mode Filters{(Transport>: Generic

Connection Type
Source Address
Destination Address
Protocol

Mirrored

Quick Mode Policy
Inhound Action

Connection Type
Source Address
Destination Address
Protocol

Mirrored

Quick Mode Policy
Inhound Action

Connection Type
Source Address
Destination Address
Protocol

Mirrored

Quick Mode Policy
Inhound Action

Filter name
Connection Type
Source Address
Destination Address
Protocol

Mirrored

Quick Mode Policy
Inhound Action

Filter name
Connection Type
Source Address
Destination Address
Protocol

Mirrored

Quick Mode Policy
Inhound Action
Outhound Action

% Generic Filtewr(s>

My LZTP Server Filterdl

ALL

“Any IP Addreszs> <H.A.6B.0 >

<My IP Address> 255255 _ 255 _255)
Dezt Port:

unp Src Port: A

yes
My LZTP-IPsec Filter Action
MHegotiate
Megotiate

My LZTP Server Inbhound Filtew

ALL

“Any IP Addreszs> <H.A.6B.0 >

<My IP Address> C255 255 _ 255 _255)
Dezt Port:

unp Src Port: 1781

no
My L2ZTP-IPsec Filter Action
MHegotiate
Megotiate

My LZTP Server Inbhound Filter

ALL

“Any IP Addreszs> <(H.A.68.0 >

“My IP Address> (255255 _ 255 _255)
Dest Port:

unp Src Port: 1781

no
My LZTP~IPsec Filter Action
Hegotiate
Megotiate

My LZTP Server Outhound Filtew

ALL

¢My IPF Addreszs> C255_.255_255_255>
“Any IP Address> (B.B.8_84 >
unp Src Port: 1781 Dest Port:

no
My LZTP~IPsec Filter Action
Hegotiate
Megotiate

My LZTP Server Outhound Filtew

ALL

¢My IPF Addreszs> C255_.255_255_255>
“Any IP Address> (B.B.8_84 >
unp Src Port: @ Dest Port:

no
My LZTP~IPsec Filter Action
Hegotiate
Megotiate

Figurel12: Custom L2TP Quick Mode Filters

As said before, with this custom IPsec policy in place, the pre-shared keys we configure on ISA, either for
VPN clients(incoming L2TP/IPsec connections, which include the ones from the calling VPN gateways too)
or for s2s L2TP/IPsec connections outgoing connections(when the local ISA acts as the calling gateway) will
not count anymore, a single pre-shared key will exist for all of them, the one from our custom policy.

I've tested this policy with Windows XP and Vista L2TP/IPsec VPN clients, L2TP/IPsec VPN clients behind
NAT devices(to see if NAT-T works), with multiple L2TP/IPsecVPN clients behind the same NAT device at
a time, with VPN clients connecting directly when there is no NAT device between the VPN client and ISA



or when ISA was behind a NAT device, using IKE authentication with certificates or with a pre-shared key.

This custom policy is usable for s2s L2TP/IPsec VPN connections too, either using IKE authentication with
certificates or with a pre-shared key, due to the nature of the custom MM and QM filters, which accept
connections from any source IP addresses. I did not encounter any issues during some tests, when ISA acted
either as a calling gateway or as an answering gateway.

ISA will know if it's an incoming VPN client or a VPN gateway based on the "user" credentials presented by
this(PPP authentication), the name of the remote site is mapped with a local user name(that's why when you
add a remote L2TP/IPsec site called say Branch, a local user named Branch with the Dial-in permissions set
to allow must exist).

When acting as a calling gateway, based on the DoD from RRAS created from ISA's GUI, an L2TP tunnel
needs to be started to the remote VPN gateway. Due to our custom [Psec policy, this L2TP tunnel must be
protected, so IKE MM and QM negotiation will take place, and an IPsec SA will be established to protect
this tunnel.

I highly recommend you to start a Wireshark or Netmon capture on ISA's external interface or on the
interface on which the VPN server listens for incoming VPN L2TP/IPsec connections to see if the L2TP
traffic is protected as expected. Also a look over the Oakley.log may gave you extra information about how
things are working. And make a test from a VPN client on which you've disabled the default IPsec policy for
L2TP, just to make sure ISA does not respond to naked L2TP tunnels.
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